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Heavy Vehicle Networks

Understanding SAE J1939 and CAN data



Chip Level Forensics

Extracting and decoding data from memory in electronic control units
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Scope

• Chip level forensics is the process of 
extracting and decoding data from 
memory bearing chips inside electronic 
control units

• Utilized when network based forensics 
(i.e. downloads and diagnostics) are not 
tenable

• Board level and chip level forensics are 
treated similarly
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Network Level
Data collected using a 
vehicle network or bench 
setup

• Cummins PowerSpec

• Bosch CDR Tool

Board Level
Data collected through 
internal debug and 
programming ports

• KTAG

• PE Micro

Chip Level
Data collected from a 
chip extracted from the 
board and read using a 
chip reader

• Xeltek Super Pro

Hybrid: Chip Transplants
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Problem Statement

6

 We want to connect to a truck…
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…and get data.

7

Example from 
Cummins PowerSpec
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Engine Control Module Location
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Engine Control Module 
Location
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Sometimes the ECU is 
Broken
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The Recovered 
Module: 
No 
Communications

11
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DDEC Decoding
(See SAE 2015-01-1450)
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DDEC Data Decoding Overview
1. Problem definition

2. Figuring out what to look for (Produce Known Data)

3. Locating known data in memory from an exemplar ECM

4. Finding data in the subject ECM (Unknown)

5. Decoding and presenting the data 
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Normal:
DDEC 
Reports
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A direct approach may be needed
• The electrical system is compromised.
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Bench Top Download (or Image?)

SAE 2015-01-145016

• But this sets new faults. 
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Bench Top Download (Fault Free)



18

But, sometimes it’s not that easy.

The electrical 
system is 
compromised.
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Attempted 
Download
• Able to connect, but throws a J1708 

Network Error

• This isn’t covered in the manual…

• Let’s take a peek inside the module.
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Gaining Chip Access
 Accessing the chips with a vise and brute force…
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Gaining Chip Access

with a milling machine…
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Chip Removal

Hot air rework station to remove the flash memory 
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Crash Induced Access

The enclosure is in pieces
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Chip Identification
• DDEC 5

1. Custom ASIC – similar to later DDEC4

2. Cypress CY62137VLL SRAM 

3. AMD AM29BL802CB Flash Storage ICs

4. MPC555LF8MZP40 32-bit CPU

5. Real-time clock IC EM V3020
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Another DDEC V

• Data is stored on flash memory.

• This DDEC5 used an Intel chip.

• Each chip stores 1 megabyte
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DDEC IV Chip Identification

1. MC68332 – 32-bit CPU

2. Real-time Clock controller

3. Presumed Custom ASIC controller

4. CAN Controller

5. Intel Flash Storage IC AB28F400
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CAT ADEM III Chip Identification

1. Toshiba SRAM  

2. MC68HC705C9A 8-bit Microcontroller 
(EEPROM)

3. Intel CAN 2.0 Controller

4. MC68336 32-bit Microprocessor (note: Mask-
ROM + SRAM)

5. AMI IC Branded Caterpillar, Presumed ASIC 

6. Intel AB28F800 5V Flash Storage
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Reading Memory Chip Contents



29

Results in a Hex Editor
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Understanding Hex Data as Powers of 2

• Hex is base 16 condensed representation of binary (base 2)

• Uses 0-9, A-F to get 16 characters

• Each character is a nibble (4-bits), 2 nibbles is a byte (8-bits)

• All data in computers and networks are represented as binary (1 or 0)

Bit position 8 7 6 5 4 3 2 1 Notes
Exponent 7 6 5 4 3 2 1 0 1 less than position

2^Exponent 128 64 32 16 8 4 2 1 Value of the bits
Bits 1 0 0 1 1 1 0 0 Example

Bit values 128 0 0 16 8 4 0 0 156
Nibbles 9 C Use letters for numbers > 9

Byte (hex) 9C Concatenate Nibbles
Decimal 156
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Human Readable Data
Letters and numbers are encoded using ASCII. Look for known ASCII, like VIN and Serial Number.
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Hex Data… 

Manufacturers specify what the hex data means

Sometimes, manufacturers use standards for the 
meaning of data

Reverse engineering processes can help decode 
non-standardized data
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Meaning Applied to HVEDRs
• Standards Based Meaning

• SAE J1587

• SAE J1939-71

• SAE J1939-73
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Human Readable Hex• Letters and numbers are encoded using ASCII.

• Strategy: Look for known ASCII, like VIN and Serial Number.



35

2 Byte Reversals

• The flash memory is used such that the bytes are stored with bytes that are reversed.
– The VIN from the raw memory says:

– F1 JU 6A KC 63 WL 23 93 ◊4

• After swapping every 2 bytes, it becomes:

1FUJA6CK36LW32394

• This is 18 bytes, but VINs are 17 characters

• We can also find serial numbers (search for “R6”)
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Simulated Data

• Issue: Still need to decode the 
data…

• Strategy: Get an exemplar ECM 
and put a known speed record on it 
to find the Hard Brake and Last 
Stop Events.
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Get help from the network logs
• DDEC Reports downloads data in 9 groups called data pages.

• Use J1587 Transport layer to reconstruct the network traffic.

• *.XTR file is close to a network log.

• We can map the XTR file contents to DDEC Reports elements (See SAE 2014-01-0495)

• Enables pattern matching for data elements like Mileage and Times.
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Find the patterns (Hard Brake)
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Last Stop Data
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Hard Brake 1 Comparison
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Hard Brake 2 Comparison
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Last Stop Comparison
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Daily Engine Usage
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Daily Engine Usage Log Data - .XTR file
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Determining Data Meaning in the Daily 
Engine Usage Log 

Interpreted Data

All other data are calculated 
Interestingly, the .XTR file contains minutes, but the chip memory 

contains seconds.

Bytes
Sequence

Hex Value (s) Decimal LSB Value Meaning Value

0-1 70 15 5488 0.1 mile Distance 548.8 miles

2-3 7D 01 381 0.25 gal Fuel 95.25 gallons

4-7 50 B4 77 29 695710800 1 sec from 
epoch

Start Time 17 Jan 2007 at 
23:00:00 CST

8-11 25 85 99 00 10061093 0.1 mile Odometer 1006109.3 
miles

12-23 78 78 18 10 0A 42
00 04 00 00 00 00

120 120 24 16 10
66 0 4 0 0 0 0

1 Minute Idle Time Same as 
Decimal

24-35 00 00 60 68 6E 36
78 45 00 00 00 00

0 0 96 104 54 120
69 0 0 0 0

1 Minute Drive Time Same as 
Decimal
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Chip Memory Contents

Data 
Description Unit

Location 
and 

sequence
Word Size 
(LSB last)

LSB 
Value Example

Start Time 
Stamp Seconds 1, 0, 3, 2 U32 1 Figure 16

Odometer Miles 5, 4, 7, 6 U32 1/640 Figure 17
Distance 
Traveled Miles 9, 8, 11, 10 U32 1/640 Figure 18

Fuel Used Gallons 12, 13 U16 0.125 Figure 19

XTR file has 36 Bytes for 1 day in the Daily Engine Usage Log.

However… The memory record containing the Daily Engine Usage data 
is contained in a circular 30-day buffer with each day holding 66 bytes. 

This was determined by locating the odometer readings since the 
MSB’s were the same. There were 66 bytes from one 4-byte odometer 
reading to another. 
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Daily Engine Usage Time
• XTR file = 24 bytes
• Memory Chips = 48 bytes, so there twice the bytes that are in memory but not 

transmitted on the network.

• XTR file has minutes coded as single bytes (0-255)

• Memory stores times in seconds as 2 bytes (16 bit)  (0-65536) 

• Only Drive time and Idle time in each 2-hour block are recorded in memory.

• Drive + Idle seconds in memory contents did not always sum to 7200 seconds ( 2 hours)
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Decoded Daily Engine Usage Log

Start Date Start Time Odometer Distan
ce Fuel Total Daily Time 00:00-02:00 02:00-04:00 04:00-06:00 06:00-08:00 …

Central Standard Time Miles Miles Gallons Idle 
(HH:MM)

Drive 
(HH:MM) Idle Drive Idle Drive Idle Drive Idle Drive

Thu, 07 
Jan 2010 02:00:00AM 530196.8 346.5 76.750 15:23 08:04 82:33 26:49 65:43 54:17 20:38 99:22 55:49 41:00

Fri, 08 Jan 
2010 02:00:00AM 530543.3 470.0 111.625 13:60 09:58 120:00 00:00 108:47 11:12 00:00 120:00 05:12 114:48

Sat, 09 Jan 
2010 02:00:00AM 531013.3 506.1 111.750 13:57 09:43 120:00 00:00 120:00 00:00 49:13 49:57 03:28 116:33
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Issues

• Broken ECUs usually lose power before the events have a chance to write. 

• Hard Brake and Last Stop data are from the previous events (i.e. not interesting).

• The process of removing the chip is destructive.

• Reinstalling the chip requires special equipment (and patience)

• Ball Grid Array (BGA) chips are
particularly challenging.

https://www.forentec.ch/weitere-services/mobile-forensics-training/teeltech-bga-chip-off-forensic/
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Sometimes there are 
serious issues…

50
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Missing Data??

51
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Can we read memory in place?
The chip removal method is challenging. 

52
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Case Study: Cummins 
Cummins CM870

(MPC5xx)

Cummins CM2350

(MPC55xx-57xx)
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Case Study: Cummins 
Cummins CM870

(MPC5xx)

Cummins CM2350

(MPC5674F)
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Goals and Objectives
• Safely extract binary data from the broken 

ECU

• Decode the extracted data to recover
– Sudden Deceleration Records

– Data Plate Information

– Fault Codes

– Parameters and Settings

• Write the extracted binary to a working ECU

• Download the data using diagnostic or 
forensic computer programs

Extract

Decode

Write

Download
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Data Extraction via the JTAG Port
• Use the Joint Test Action Group (JTAG) specified programming port for the 

microprocessor on the ECUs printed circuit board.

• Case study used the following tools:

AlienTech K-TAG Master kit

PEmicro CYCLONE FX Programmer
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Using the K-TAG Tool
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Example for the CM870
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K-TAG Software Startup
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Search for ECM
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Locate the JTAG Port
• After choosing the correct ECU, click on the bookmark icon for wiring instruction 

JTAG
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JTAG Port Connection
• Follow the instruction on the software, solder the port and attach the ribbon.

Bridge the 
clock crystal

JTAG pin headers
and ribbon cable
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Connect Power

• Attach the D-sub cable to the ECU connector

• Power

• Ignition
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PC Connection Setup

• Connect the KTAG to the ECU and the computer
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Retrieving Data



66

Retrieving Data
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Save the Binary Data
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Binary Result in Hex Editor
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Chip Level Access for Flash
• Flash chip, can be retrieved using individual chip reader
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Chip Level Access: EEPROM
• For CM870, EEPROM carries dataplate information via ASCII
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Dataplate Attribution Data
• Closer look at PowerSpec and EEPROM (for CM870)

Part of the Hex editor Window
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Example for the Cummins CM2350
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CM2350 Component Identification
Open the ECM to identify JTAG port

Where is the 
JTAG port?
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CM2350 Connections from 
KTAG Software

Ribbon Cable

Test Pad Connections

Power, ignition and ground
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JTAG is built into a Nexus debug port
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KTAG Wiring Connections
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Summary of Binary Data Collection
CM870

• Three chips
– Microprocessor

– External Flash

– EEPROM (16 kilobytes)

• 1 MB Flash (Intel)

• Flash can be separately extracted with the Xeltek chip 
reader

• Flex PCB Assembly

• EEPROM contains Data Plate

CM2350

• Single Chip
– Microprocessor contains flash memory

• 3 MB Flash

• Ball Grid Array

• Non-Standard JTAG Pinout

• Traditional FR4 Printed Circuit Board
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Chip Swap

https://www.youtube.com/channel/UCWaZ7puxImvRRNtnOxc4bAA

Removing a Chip by Carson Green:
https://youtu.be/q_pJ8OYdXkQ

https://www.youtube.com/channel/UCWaZ7puxImvRRNtnOxc4bAA
https://youtu.be/q_pJ8OYdXkQ
https://youtu.be/q_pJ8OYdXkQ
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Introducing the Virtual Chip 
Swap

We can extract data from an ECU, but can we 
write data back to it?
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Cloning an ECU
Damaged ECU

Binary File

Broken 
Connector

Broken 
Connector
Backside
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Cloning Process
Binary File

Load Binary onto working ECU;
Perform a bench download
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Interpret Data from ECU after Cloning

• After cloning the ECU, download with traditional 
benchtop methods

• Example: Cummins PowerSpec with a DPA5 connected 
to a Smart Sensor Simulator 2
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Cloning Process with the K-TAG
Select Clone ECU function and follow instructions
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Cloning Example: Two Different ECUs

ECM dataplate of the two ECMs before cloning

Extraction Date 
not in ECU
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Cloning Results: A is now B

ECM dataplate of the two ECMs after cloning

Extraction Date 
3.5 hours later

S/N and P/N 
are 
unchanged
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Data Analysis

What if cloning doesn’t work (or you don’t 
want to spend the money on another ECU)?
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Data Analysis: Human Readable Text
Some meaningful strings are present indicating that the data is not encrypted 
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Data Analysis: Binary File

• Flash chip data should carry Sudden Deceleration 
information (vehicle speed, engine RPM, etc.)

• The file is 3 MB so how can we locate the Sudden 
Decel?
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Data Analysis

One approach:

• Observe that vehicle speed 
for Record 1 in this ECM 
has 150 mph for the first 
60s.

• There should be repeated 
data in the binary.
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Data Analysis

Converting the actual vehicle speed from the report to raw data format using SAE J1939-71
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Data Analysis Approach

• Convert 150 mph to km/h: 241.4 km/h

• Convert 241.4 km/h to bit:

241.4 km/h x 256 bit/km/h = 64798

• Convert 64798 to Hex: F1 66

• Look for repeating F1 66 pattern in the report
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NO PATTERN! WHAT NOW?!
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Data Analysis

• Convert 150 mph to data format without converting to km/h

• Convert 150.000 to hex: 

150 * 256 = 38,400

• Convert 38,400 to Hex: 96 00
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Data Analysis
We got something!
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Data Analysis
• But is it the vehicle speed log?

• Tracing the speed along to compare with the report. The 2-byte is 12 bytes apart. Find the first 
change in the speed,   58 8A
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Data Analysis: Confirmation

• Convert 58 8A to actual vehicle speed number: 

• 58 8A to Decimal: 22,666

• Convert 22,666 to actual number:

22,666 / 256 = 88.54 mph ~ 89 mph
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Data Analysis
• What about engine RPM, load, throttle, etc.?

• The 14-byte block in Record 2 data, this has more than just 150 mph 
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Data Analysis: Result

99
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Data Analysis: Alternative Approach

Another approach to locate sudden deceleration data in binary file:

• Log CAN traffic when downloading sudden deceleration report with 
Cummins PowerSpec

• Compare the log file with binary to find the pattern.
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Tools

Photo from 
https://www.diesellaptops.com/collections/cummins/products/
cummins-inline-7-data-link-adapter

Connecting Harness
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Setup

102
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NMFTA CAN Logger
National Motor Freight Traffic Association and National Science Foundation CAN Data Collection Project

Open Source at:
https://www.github.com/SystemsCyber/CAN-Logger-3/

https://www.github.com/SystemsCyber/CAN-Logger-3/
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Downloading Data
CAN traffic was also logged while downloading 

CAN traffic logged in raw format CAN traffic logged in readable format
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CAN Data Logging Results
There is pattern for the Sudden Deceleration records

Raw binary data from KTAG extraction Logged CAN traffic data, filtered for J1939 Transport Protocol messages
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Interpreter Python Source Code Snippet
Attribution Data
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Attribution Result
Record 1 ECM occurrence run time (s): 10437516.0

Record 1 ECM occurrence distance (mile): 109323.35838478456

Record 1 ECM occurrence air temperature (F): 71.9234375

Record 2 ECM occurrence run time (s): 29454947.0

Record 2 ECM occurrence distance (mile): 250785.41069112733

Record 2 ECM occurrence air temperature (F): 55.3015625

Record 3 ECM occurrence run time (s): 6186154.0

Record 3 ECM occurrence distance (mile): 66872.23371516104

Record 3 ECM occurrence air temperature (F): 117.359375
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Python Code for Sudden Decel Records
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Graphical Result From Binary Interpretation
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Data Analysis: Missing Data
• Reverse Engineered only 8 bytes in the 14 byte block. 

– What do other bytes mean? 

– Which one is the brake status, clutch status, etc.?
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Man In The Middle Attack
• Man In The Middle (MITM) attack for reverse engineering

111

ECM side

 Sudden deceleration 
data sent from the ECM 
will be modified by the 
MITM device to observe 
how the it changes the 
record 

Diagnostic side

MITM device
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Machine-In-the-Middle  (MITM) Attack

Genuine Data Attack Data
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Brake, Clutch, Cruise Results
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Data Manipulation
Forensic Soundness and Protecting Against
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Editing Data in Hex
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Manipulating Speed Records
Original Authentic Record Manipulated Record
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Forensic Soundness

 Meaning is a term that denotes confidence in the interpretation of extracted evidence data. 

 Error Detection denotes processes for detecting or predicting errors in the forensic process. 

 Transparency means the forensic process is documented, known, and verifiable. 

 Expertise is required for investigators examining digital data. 

 Tampering detection involves processes to evaluate if this has occurred.
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Forensic Soundness: Applied

Tamper Detection
Digitally sign the file with a secure hash algorithm

Goal: Verify mathematically the data has not been changed from its original form.
Calculated hash values match each time file is used

Challenge: How to compute the original hash?
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Cryptographic Hashing

• Secure Hash Algorithm (SHA-256) 
– Calculates a unique 256-bit number based on file contents
– File contents cannot be determined from the hash
– Unique for each file (i.e. little chance of a “collision”)

• Windows right click utilities:
– https://www.nirsoft.net/utils/hash_my_files.html
– https://www.tenforums.com/tutorials/78681-add-file-hash-context-menu-

windows-8-10-a.html

https://www.nirsoft.net/utils/hash_my_files.html
https://www.tenforums.com/tutorials/78681-add-file-hash-context-menu-windows-8-10-a.html
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Calculate Hash with Hex Editor Utility
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Python Source Code:
Do the hashes match?

Yes
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Hash Values Do Not Match
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Recommended Practice
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Recommended Practice
Take photos or video of opening 
the ECU.

Document video creation time.

Created at 9:09
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Image the ECU



127

Hash the data after Extraction
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Recommended Practice
Immediately after imaging the chip memory:

– Calculate the SHA-256 and save it as a text file.
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Recommended Practice E-Mail the SHA-256 digest value to a 
trusted party

Establishes a record with a timestamp 
when the SHA was calculated

129

Sent at 9:20
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After Data Preservation,
Analyze the New Data
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Confirm with PowerSpec
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Summary and Conclusions
• ECUs may be broken in a crash and not communicate with vehicle networks.

• Board level access provides opportunity to image chips through JTAG programming ports.

• Chip level access reads memory bearing chips directly

• Resulting binary data from Cummins ECUs has Sudden Deceleration Records to decode.

• A man-in-the-middle can help decode the data.

• Data can be manipulated with a hex editor.

• A Secure Hash Algorithm and tight timelines are critical to ensuring forensic verifiability.
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Autonomous Systems 
Forensics
Autonomous systems are on the road now
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Overview

• What is the ATMA

• Data Overview 

• Data Samples

• Key Challenges

• Recommendations

• Summary
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Autonomous Truck Mounted Attenuator
https://royaltruckandequipment.com/truck_bodies/autonomous-tma/
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Leader – Follower System

CDOT Paint Striper as leader Autonomous Truck Mounted Attenuator as follower
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Leader – Follower System

Photo by
John Daily
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Automated 
Truck Mounted 
Attenuator

• Leader sends GPS Based Breadcrumbs

• Follower seeks a following distance along the 
breadcrumb path

Questions:

• What type of forensic log data exists for these 
systems?

• Is the data reliable? (Available and accurate) 
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Motivation
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ATMA Data Sources

Source

Native
Vehicle
J1939

Autonomy
Solution
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ATMA Onboard Data 
Overview
• Data Sources:

– Native Vehicle data – Available via 
J1939 standard interface. Includes log 
files for engine ECU, transmission, and 
brake controller

– ATMA specific log files – Log files 
generated from ATMA specific 
commands and navigation information 

J1939
Diagnostic 

Port
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Native vehicle Data Sample:
• Data captured through 

the leader’s diagnostic 
port using Cummins 
Powerspec software 

• Data collection performed 
on 6 July 2021

• Shows leader vehicle 
events

– Brake

– Accelerator pedal

– Vehicle Speed

– Engine RPM

• Common for incident 
response
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ATMA Log Data Sample:
Data Headers available in the .CSV log files downloaded from the ATMA 
Limon System in January 2022 testing

Table 1. Data Headers from ATMA CSV Log File

Vehicle Crumb Stamp Lat Lon Alt Heading Heading
(Desired)

Velocity

Velocity
(Desired)

Gap Gap
(Desired)

#of
Satellites

Valid CTE Accel Steer State
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ATMA Log Data Sample:

These data raise 
questions regarding 

timing, accuracy, 
and source.Is this based on 

GPS or System 
Clock?
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ATMA Data Analysis (Initial):
• Cursory Analysis of the logs generates the following:

– Scatter plot analysis of the GPS Speed vs Timestamp in Excel

– Google Earth can import .csv or .kml file data and plot a breadcrumb trace of Lat vs Long

0

1

2

3

4

5

6

0 200 400 600 800 1000 1200 1400

G
PS

 S
pe

ed
 in

 M
PH

Time: Sampled at 10Hz

9MPH AStop Test

• NOTE: Kratos has provided a Python script for automating some of this analysis but at this time further investigation 
and troubleshooting is being performed on its use.

– Of specific interest is a method to combine leader and follower logs to generate a combined location breadcrumb path trace

What time does 
this hard brake 
event occur at?
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Key Challenge: Data Attribution
• Incident Response to a crash for traditional heavy vehicles has well defined procedures

– Law Enforcement and investigators are familiar with procedures to download vehicle log files via the standard J1939 interfaces

• Procedures for incident response to autonomous heavy vehicles are in their infancy
– ATMA specific log data download procedures are new and unfamiliar for law enforcement and investigators

• Area for Improvement 3.2 from the Tabletop: Streamline and provide data download and handling procedures

• Issue: Lack of Common Data Fields Between Powertrain 
Data Logs and ATMA Data Logs

• Powertrain data does NOT include a Timestamp – uses Engine 
Hours for time reference

• Attribution can also be made using odometer readings

• ATMA specific logs do NOT include any vehicle network data

• Wheel Speed should correlate to GPS speed

• At low speeds wheel speed may be more accurate

• Currently, these signals are not synchronized Powerspec Data Header

NOTE: This time is counting 
down to Captured Event, not a 

GPS Time

Table 1. Data Headers from ATMA CSV Log File
Vehicle Crumb Stamp Lat Lon Alt Heading Heading

(Desired)
Velocity

Velocity
(Desired)

Gap Gap
(Desired)

#of
Satellites

Valid CTE Accel Steer State
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CSU ATMA Data Collection Testing 
13 Jan 2022
• Test 1 – Sudden Deceleration – Leader Initiated Heavy Braking

• Test 2 – Sudden Deceleration – ESTOP Leader

• Test 3 – Sudden Deceleration – ESTOP Follower

• Test 4 – Uncommanded Sudden Stop from Follower

• Test 5 – Sudden Deceleration – Barrel Intrusion
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Test Result Data Samples
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Data and Security Recommendations:
Recommendation 1: Improve data attribution -- Add vehicle specific data sources to ATMA 
specific log to facilitate direct comparison to vehicle network data logs. 

Recommendation 2: Produce clear and concise ATMA data retrieval procedures – In 
accordance with the Tabletop After Action Report, Area for Improvement 3.2 highlights the need 
for clear data download and handling procedures, written for DOT personnel, law enforcement, 
and other investigators. 

Recommendation 3: Deliver a user friendly ATMA log analysis tool – current ATMA log file 
analysis is cumbersome and does not have a GUI or user-friendly interface to generate plots, 
charts, and tables of relevant data for incident response.

Recommendation 4: Clarify roles for support to interpret log files – Are there any contractual 
obligations for ATMA vendor to support the gathering or interpreting log files after an incident?

Recommendation 5: Modify the ATMA logging system to continue to log after an ESTOP–

resting showed the ATMA logs terminate upon the loss of ignition power in an ESTOP. The data 
during the commanded Estop hard braking event is critical information in the case of an accident
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Recommendation 1: Improve Data Attribution 

• Proposed Solution: Add powertrain 
data to ATMA specific log

– Can be accomplished via a Data 
Diode from the J1939 CAN 
Network to broadcast UDP 
packets. A data diode would 
preserve security through 
physical restriction of a one- way 
data flow

• Currently ATMA logs do not include vehicle specific CAN Bus data from J1939. 
– This is challenging for correlating powertrain data to ATMA specific information

• SAE Standard J3197-Automated Driving System Data Logger provides specific recommended minimum data logger data 
elements for automated driver systems
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Recommendation 2: Produce Clear 
and Concise ATMA Data Retrieval 
Procedures

• Current ATMA log file download procedures are complex and not 
readily available in the vehicles.

– Procedure is written for engineers with familiarity in Linux systems

– Few users are trained on how to accomplish ATMA log file download

– Current download process uses “root” permission which is a known 
security vulnerability (See Security Engineering by Ross Anderson).

– From the Tabletop AAR Area for Improvement 3.2

“Participating agencies acknowledged the lack of protocols stating what to 
do with the data that is extracted from the vehicle and how to manage it 
for further investigation or storage.”

• Procedures should be explicit and clear for download and handling of 
the data to ensure the integrity of the data if an incident occurs

– This process will likely mimic existing vehicle data downloads but needs 
to be explicitly defined for ATMA
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Recommendation 3: Deliver a user friendly 
ATMA log analysis tool

• Current ATMA log analysis is either done with inefficient Excel analysis or a Python script. 
– Many users may not be familiar with python

• The current Python script requires download of multiple Python add in packages and does not use a GUI

• A GUI based tool could be 
developed that would create a 
user-friendly interface to a script to 
ingest the data logs and produce 
tables and graphics of interest for 
an incident 

• Log files should be digitally signed 
to prevent undetected 
manipulation
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Recommendation 4: Clarify roles for support 
to interpret log files 

• DOT acquisition documents should have specific 
requirements language of roles and responsibilities for 

– Log data collection

– Secure log data storage

– File download procedures

– Data interpretation and analysis

– Training for incident response activities

• Understand how to perform these incident response 
functions without the ATMA vendor (i.e. practice)
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Recommendation 5: Modify the ATMA logging 
system to continue to log after an ESTOP

• CSU tests Executed multiped ESTOP events- during each 
one the Kratos recording system abruptly terminated after 
the ESTOP was commanded

– ESTOP cuts ignition power to the follower vehicle

– Kratos designed logger to require ignition power to record 
data

• Data between the commanded ESTOP and the vehicle 
actually coming to a stop is critical data in the event of an 
accident



Questions?
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