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. Chip level forensics is the process of
extracting and decoding data from T
memory bearing chips inside electronic N\ o it 13 w
control units ' ‘Ep o, "= . -
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Network Level

Data collected using a
vehicle network or bench
setup

 Cummins PowerSpec

« Bosch CDR Tool

Board Level

Data collected through
iInternal debug and
programming ports

o KTAG
« PE Micro

Hybrid: Chip Transplants

Chip Level

Data collected from a
chip extracted from the
board and read using a
chip reader

« Xeltek Super Pro




Problem Statement

= We want to connect to a truck...
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Vehicle Sudden Deceleration Report Record 1

Engine Type ISX 2013 Ecm Code EF10067.34

Engine Serial Number 79749226 Software Phase 9.40.0.53

Unit Number 0000000000 Extraction Date 09-18-2017 10:00:16
Sudden Decel Threshold 7.00 mph ECM Run time 8120:27:45

Rate:

Occurrence Date: N\A ECM Run Time at Occurrence: 7472:53:17

Air Temperature (°F) at Occurrence: 69 Occurrence Distance (mi): 371978.5

Vehicle Speed

...and get data.
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1 =200

1 =200

Example from
1100 | =} Cummins PowerSpec
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Engine Control Module Location
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Engine Control Module
Location
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Sometimes the ECU is
Broken

10



11

N
-
O
-
©
O
-
-
&
&
@)
@

The Recovered
Module:
No
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DDEC Decoding
See SAE 2015-01-1450)

Extracting Event Data from Memory Chips within a Detroit 2015-01-1450
Diesel DDEC V Published 04/14/2015

Jeremy Daily, Andrew Kongs, James Johnson, and Jose Corcega
University of Tulsa

CITATION: Daily, J., Kongs, A.. Johnson, J., and Corcega, J., "Extracting Event Data from Memory Chips within a Detroit Diesel
DDEC V." SAE Technical Paper 2015-01-1450, 2015, do1:10.4271/2015-01-1450.

Copyright © 2015 SAE International
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DDEC Data Decoding Overview

Problem definition
Figuring out what to look for (Produce Known Data)
Locating known data in memory from an exemplar ECM

Finding data in the subject ECM (Unknown)

a H 0 bdh =

Decoding and presenting the data

Colorado State University



DDEC® Reports - Hard Brake #1

]

Print Date: 10/2/2013

Universits

N Orl I lal " Driver ID:
] ’ Odometer:

Engine S/N: 06R1003832

-~ -
"
Ea—

il

0 PM Trip: 09/17/12 12:26:15 To 10/02/13

rip Distance 619.0 mi Trip Time 0:00:00
rip Fuel 0.00 gal Fuel Consumption 0.00
Fuel Economy 0.00 mpg Idle Time 0:00:00

% Idle Percent 0.00

oo O o D

mph Idle Fuel 0.00

Re O rtS Parked Regen Time 0:00:00
F:) Incident Time: 10/2/2013 1:07:54 PM (CST) Incident Odometer: £19.0 mi

Time | Vehicle Speed | Engine Speed |Brake |Clutch|Engine Load | Throttle |Cruise
(mph) (rpm) (%) (%)

-0:569 23.5 0 No No 0.00 0.00 Nc Yes
-0:58 22.0 0 No No 0.00 0.00 Nc Yes
-0:57 20.0 0 No No 0.00 0.00 Nc Yes
-0:5¢ 18.0 0 No No 0.00 0.00 Nc Yes
-0:55 €.0 0 No No 0.00 0.00 No Tes
-0:54 4.0 0 No No 0.00 0.00 Nc Yes
-0:53 12.0 0 No Nc 0.00 0.00 No Yes
-0:52 10.0 0 No No 0.00 0.00 Nc Yes
-0:51 8.0 0 No Nc 0.00 0.00 No Yes
-0:50 .5 0 No No 0.00 0.00 No Yes
-0:49 4.0 0 No No 0.00 0.00 No Yes
-0:48 2.5 0 No Nc 0.00 0.00 Nc Yes
-0:47 1.0 0 No No 0.00 0.00 Nc Yes




A direct approach may be needed

. The electrical system is compromised.
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$AE 2015-01-1450

. Bench..Top Download (or Image?)

OEM Software o
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Bench Top Download (Fault Free)

Synercon
\chhno\ug\es.
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But, sometimes it's not that easy.

The electrical
system is
compromised.

Colorado State University



Attempted
Download

. Able to connect, but throws a J1708
Network Error

. This isn’t covered in the manual...

. Let’s take a peek inside the module.

19



Gaining Chip Access

= Accessing the chips with a vise and brute force...
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Gaining Chip Access

with a milling machine...
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Hot air rework station "::' remove the flash memory

Chip Removal
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Crash Induced Access

The enclosure is in pieces
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Chip ldentification

. DDEC 5

1. Custom ASIC - similar to later DDEC4
Cypress CY62137VLL SRAM

AMD AM29BL802CB Flash Storage ICs
MPC555LF8MZP40 32-bit CPU

a ~ LD

Real-time clock IC EM V3020

Colorado State University
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Data is stored on flash memory.

This DDECS5 used an Intel chip.
Each chip stores 1 megabyte

Another DDEC V

Colorado State University



DDEC IV Chip Identification

1. MC68332 — 32-bit CPU
Real-time Clock controller
Presumed Custom ASIC controller

CAN Controller

o &> w0 b

Intel Flash Storage 1C AB28F400

Colorado State University



CAT ADEM llI Chip Identification

1. Toshiba SRAM

2. MCB68HC705C9A 8-bit Microcontroller
(EEPROM)

3. Intel CAN 2.0 Controller

4. MC68336 32-bit Microprocessor (note: Mask-
ROM + SRAM)

5. AMI IC Branded Caterpillar, Presumed ASIC
6. Intel AB28F800 5V Flash Storage

Colorado State University




Reading Memory Chip Contents

4 File Buffer Device Option Project Help
AR E N0 T
AMD AMZEBLB02CHESSOPSE S0000HE 56Pine EEPROM -
\ Checksum: 09071430H  File = -

\ Operation Option | Fdit Auto Dev. Config | Dev. Info Data Compare

Pins check error.

Success:0,Failure:0, Total:o.

’Prngram Count down : disabled.

Preparing. ..

Read AMD AMZOEBLE0ZCBESSOPSE

Urmatched adapter!

Verify ilgo: FWL6X AC

Ready.

Reading

Fead COK!

0:00'00"4E elapsed.

Protect Reading

Fead OK!

! Unprotect 0:00'00"48 elapsed.

Preparing. ..

Current time is 10/14/2013,15:24:Z5.

Save file : C:\Users)\KenworthhDesktop)Chip Captures\DDEC-V Sgt HickeyhChip A\chip-a-intel-hex-ddec-v-hickey.hex.
Feady.

Reading

Fead OK!

0:00'00"45 elapsed.

Preparing. ..

Current time is 10/14/2013,15:2Z5:10.

Save file : C:\Users)\KenworthhDesktop'Chip Captures\DDEC-V Sgt HickeyhChip B)ddec-v-chip-5-sgt-hickey—intel-hex.hex.
Feady. il

Blank_Check

Erase

m

Success: | O Count down: Disabled
Failure: 0 Count Total: 1}

Total: | 1 Remains: IE
Reset Count Down

CANCEL
3:29 PM
10/14/2013

Colorado State University




Results in a Hex Editor

1o HxD - [C\Users\jeremy-daily\Desktop\DDEC5 Playground\ddec-v-chipl-intel-hexhex] =N 23

58 File Edit Search View Analysis Extras Window ? =
Bl |0 M ey 2 [+]| Dos/mBM-ASC[+]| hex [+
&8 ddec-v-chipl-intel-hexhex

| 8| DDECS-DDEC Reports-baseline 100413123456 AA.XTR

(3 ddec-v-chipl—intel—hex.hex| s chip-a-intel-ha-ddec-v-hickey.ha(| (3 ddec-v-chip-S-sgt-hickey-intel-hex.hex| £ chip2Bytes.hex

Cffset(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF 10 11 12 13 14 15 16 17 18 1% 1A 1B 1C 1D 1E 1F

000F04A0 6C 00 00 00 F2 03 00 00 F2 03 18 00 59 08 00 00 14 00 6E 00 00 OD 00 00 00 00 00 FE 01 00 18 01 1...2¥..2¥1.Yo..9.n..0..... .19
000F04CO 00 00 92 01 00 00 C8&8 03 24 00 79 06 00 00 14 00 OO0 0O 00 OD OO OO0 OO0 00 OO0 FE 01 0O 37 02 00 00 ..EQ. .!F$.y!. [ P . 7e. .
O0OF04EC F2 03 00 00 F2 03 30 00 78 06 00 OO0 14 00 RE 00 0O OD OO0 OO0 OO0 OO0 00 FE 00 00 81 01 A9 01 E7 03 2w..2v0.xé..T.x..0..... W, . Go-Otw
000F0500 00 00 E8 03 2C 01 FE 00 00 00 32 00 29 04 00 1A 00 OO0 30 00 00 FE 01 00 90 00 00 00 F2 03 00 00 ..3v,GH...2.)+.—..0..HW3.E...2v..
000F0520 F2 03 30 00 EO O7 00 00 14 00 AC 00 00 OD 00 OO0 OO0 OO0 00 FE 01 00 18 01 7B 01 92 01 FA FF FF 03 2wl.oces..Q.4..0..... WD, 1Q{0ED- W

000F0540 00 00 03 00 00 00 14 00 63 04 00 80 00 00 00 00 OO0 FE 01 00 00 O3 00 00 00 03 00 0O FF 03 14 00 ..wv...91. [+ .. .v...v.. v,
000FOSE0 90 12 00 00 14 00 94 01 00 40 00 OO OO 00 00 FE 01 OC 4B 00 00 00 F2 03 00 00 F2 03 18 00 E5 08 X BO.E...Zv..Zv:.00
000F0580 00 00 14 00 AF 00 0O OD OO 00 OO OO0 OO0 FE 01 00 OO0 03 00 OO0 00 O3 00 00 FF 03 14 00 E8 OE 00 00 ¥, wI.E0. .
000FO5R0 14 00 S9C 01 00 40 00 00 00 00 00 FE 00 00 2C 01 77 03 2C 01 00 00 FF 03 00 00 80 16 40 06 2C 01 v..C—Es,@
000FO5C0O A8 00 00 01 00 00 CO 00 00 FE 00 00 E1 02 64 00 E1 02 00 00 FF 03 00 00 20 03 40 01 32 00 11 04 v.. YEDZ.ue
000FO5EC 00 OD 0O 00 CO 00 OO0 FE 00 00 00 02 C8 00 00 02 00 00 FF 03 00 00 %0 03 BO 02 OA 00 01 04 00 40 .8
000F0600 00 00 CO 00 00 FE OO0 00 00 02 C8 00 00 02 00 00 FF 03 00 00 90 03 BO 02 0& 00 13 04 00 40 00 00
000F0620 CO 00 OO0 FE 00 00 F3 03 41 01 F3 03 00 00 F4 03 58 02 FF 00 00 00 32 00 234 04 00 12 00 00 30 00
000F0640 00 FE 00 00 C7 00 3E 01 C7 00 14 02 58 02 3C 00 FF 00 00 00 32 00 2B 04 00 1A 00 00 20 00 00 FE
000F0€60 01 00 AOQ 02 00 00 RO 02 00 00 DB 03 30 00 05 07 00 00 14 00 OO OO0 00 OD 0O 0O 0O QO 00 FE 01 0O
000F0680 & 02 OD 00 00 00 00 OO0 FF 03 00 00 40 38 40 1F 32 00 00 00 0O OD 0O 00 CO 00 OO0 FE 00 00 EO 02 el
000F0O6RA0 00 00 EO 02 00 00 F4 03 30 00 00 09 20 01 32 00 15 00 00 OD OO OO0 40 00 OO0 FE 00 0O 00 00 00 00 ..co®. I . LELLr L EBLRL L
000F06C0O 00 00 0O 00 00 0O 0O 00 00 00 00 00 00 00 00 OO0 OO0 OO0 00 OO0 00 OO0 OO0 00 00 00 00 00 00 00 00 00 ...ieucvrimerenmoasenonnananannans
000F0O6EC 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 OO0 OO0 00 OO0 00 OO0 00 00 32 00 00 00 00 00 32 00 ... .icvrnmenennnnnns

Q00F0700C 00 00 Q0 00 C8 00 00 15 88 64 AO 00 O7 OD 88 5C 32 00 00 00 00 00 32 00 00 0O 00 0O 40 00 40 €O .
000F0720 10 OD 40 00 40 00 40 06 40 00 40 00 00 00 00 0O 40 00 40 28 00 00 CO 02 CO 01 OO0 OO0 40 28 00 00 Mmi@.G.G#E.G.....
000F0740 00 00 05 31 04 64 40 10 00 40 50 C3 00 OA 80 OC OO0 40 50 C3 01 OA 1A 01 00 40 50 C3 . .il&d@b.@f—'l—.
000F0760 00 40 00 00 CO 23 80 47 40 6B 00 8F CO B2 00 00 00 00 00 00 73 00 [6D 72 4D 44 46 38 ) 37 LB Y .
000F0780 [pC D2 08 15 15 00 00 00 60 00 20 84 4D 44 48 35 30 4B 30 34 1a 27 OC 03 14 0B 00 0O 7 EMDHS50K04-"
000F07A0 KD 44 48 35 30 4B 30 34 12 C4 0C 03 14 OB 00 00 73 00 6D 79 4D 44 46 36 4D 37 4C 4B 2
2
0

L4 GRS T

000FQ07CO [5 00 02 00 &0 00 20 84 4D 44 48 35 30 4B 30 34 12 2D OC 03 14 OB 40 00 &0 00 B7 8 §.®. . AMDHS0K04——3wId@. " .3&MDH
O00FO7EC B0 4B 30 34 12 C8 OC 03 14 0B 40 00 00 00 00 OO OO0 OO 00 OO0 OO OO OO0 00 OO0 00 OO0 Of [ OK041 Lrwgag. .. .................
Q00FO0E800 0O OO0 OO0 00 OO0 OO0 Q0 Q0 00 00 00 OO 70 082 61 09 CO O3 CO O3 CO O3 EO 01 80 OD A0 OA FE OB 1E OB ............ poac by ly by Cr 2Elinan
Q00F0E820 &84 07 OC O7 AC 06 59 06 10 06 CE 05 92 05 S5A 05 26 05 F5 04 C6& 04 98 04 &C 04 3F 04 14 04 ET7 03 &+7-ludTéks E!Z!&!J{ +i7ele7eTeTw
000F0840 BB 03 8D 03 SE 03 2C 03 F7 02 BE 02 7F 02 37 02 E1 01 72 01 C6 00 00 00 00 00 00 00 40 01 80 02 1?1!“!, v=8 @@TALOTD

000F0860 CO O3 0O O5 00 00 OO 00 00 00 00 00 00 00 OO0 00 OO0 OO0 00 00 OO0 00 F4 01 F4 01 S0 01 40 01 18 01 R i I@I@]::@@O'r@
000F0880 18 01 18 01 68 01 90 01 50 46 70 17 B8 0B B8 OB CO 0D AC OD 70 17 70 17 A0 OF 00 00 00 0O 00 0O 1@1@h@]§:@PE‘p;1 d'1d'|-#1-1bp;p;éf} ......
Q00FO0O8RO 0O OO0 OO0 00 OO0 00 Q0 Q0 00 00 00 OO 80 O1 80 O1 &80 01 80 01 80 O1 80 01 80 01 80 01 &80 01 BO 13 .. .(;@(;@(;O(;O(;@(;@(;@(;@(;@‘ﬁﬁ!l
O00OFO8CO BO 13 BO 13 BO 13 BO 13 BO 13 BO 13 BO 13 BO 13 50 11 21 11 F1 10 C2 10 93 10 &4 10 34 10 05 10 FUalmusnainsnsns i P! adepieShcb- e

000FO8BEC 05 10 05 10 05 10 05 10 05 10 05 10 05 10 05 10 ©O5 10 C8 05 C9% 05 00 00 CB 05 AO 05 AT 05 RE 05 !!F T ELA T
000F0900 B& 05 BD 05 C4 05 CB 05 D2 05 DA 05 E1 05 E8 05 EF 05 Fé 05 FE 05 05 06 OC 06 13 06 C2 05 1E 06 -I!l LS e -Slebs T4 4 BAs
000F0%920 7B 06 D7 0& 33 07 8F 07 EB 07 52 08 A4 08 2% 1C EB 51 A3 BO 1E C5 7A D4 B7 DE &6 E6 84 EBE A3 FO {QI—!S-R-S-Ruﬁn]L&Qﬁ%&-I-ZL]Ifuéiél':lz
000F0940 C2 F5 70 FD 70 FD 70 FD FF FF FF FF FF FF FF FF C8 00 05 02 90 02 1C 03 98 03 10 04 8B 04 03 05 TJp‘p‘p‘ L SOES_ViVEeieva

000F0960 96 05 C&8 00 08 02 94 02 24 03 9F 03 18 04 21 04 09 05 9B 05 00 00 4A 00 95 00 DF Q0 25 01 73 01 ﬁ!L.nO60$?_f!1h£00!¢!. .J.é.‘.]@s@
000F0980 BD 01 08 02 52 02 9C 02 E7 02 31 03 7B 03 C5 03 OF 04 5& 04 A4 04 00 00 80 01 40 02 1B 03 A9 03 Joo®Recet@iv{vlvaeZedis. LCORe—w-v —
000FO09R0 27 04 9C 04 05 05 6C 05 CD 05 26 06 80 06 D4 06 26 07 73 07 CO 07 OA 08 88 00 88 00 88 00 88 00 '"4L+8ld—=S8:4Cs sz+z-lempne. 2 8.2, B
000F0S9CO 88 00 88 00 88 00 88 00 88 OO0 82 00 7C 00 78 00 78 00 78 00 78 00 78 00 78 00 00 00 OO0 00 00 00 &.&8.8.8.8.8.| .X.X.X.X.X.Keueunan
000FOSEC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 OO0 00 OO0 00 OO0 OO0 00 00 00 00 00 00 00 00 00 ..ieucviimerenmorenonnananannans
000FQ0ROC 00 00 00O €00 00 00 Q0O 00 00 0O 00 00 0OC 00 00 00 00 QO 00 00 00 OO0 00 00 00 OO0 00 OO0 00 00 00 00 .uvevswrnmersanasnsnnsarnnnnsnns -

Offset: FOTT6 Block: FO776-FO7FF Length: 8A Overwrite

Colorado State University




Understanding Hex Data as Powers of 2

Bit position 8 7 6 5 4 3 2 1 Notes
Exponent 7 6 5 4 3 2 1 0 1 less than position
2 Exponent 128 64 32 16 8 4 2 1 Value of the bits
Bits 1 0 0 1 1 1 0 0 Example
Bit values 128 0 0 16 8 4 0 0 156
Nibbles 9 C Use letters for numbers > 9
Byte (hex) 9C Concatenate Nibbles
Decimal 156

. Hex is base 16 condensed representation of binary (base 2)
. Uses 0-9, A-F to get 16 characters
. Each character is a nibble (4-bits), 2 nibbles is a byte (8-bits)

. All data in computers and networks are represented as binary (1 or 0)

Colorado State University




Human Readable Data

Letters and numbers are encoded using ASCII. Look for known ASCII, like VIN and Serial Number.

1y HxD - [CAUsers\jeremy-daily\Documents\Dropbox\Synercon Technologies\Consulting’13-001-1216 Leizerman DDEC VADDEC V Chip Data\DDEC-V f... E@g
R ———.

ﬁ File Edit Search View Analysis Extras Window 7 = |[ ][
B v R R T B (W [+]| dec I~
] Chipz.bin| i ChipA.bin %] ChipB.bin |

Cffset(d) 00 01 02 O3 04 O5 O& O7 OB 0% 10 11 12 13 14 15 16 17 18 19 20 21 22 23

00073728 ED FO BF EB CE C5 D9 D3 ES DF F3 EE FF F9 FF FF FF FF FF FF C4 BE D2 CB iagéﬁﬁﬂf}ﬁﬂééyﬁ?y??yﬁﬁf}ﬁl |—|||
00073752 DE DB EB ES F9 F2 FF FF FF FF FF FF BC FF C2 C3 D7 DO E4 DE F2 EB FF FB BESAOSTIVVTIHVEL«DEROETs T
00073776 FF FF FF FF FF FF C2 BE DO C8 DD D& EL E4 F8 F2 FF FF FF FF FF FF EBS FF yivivil=-DET0a8eayiyivvsv
00073800 C7 CO D5 CE E3 DC F1 EA FF F8 FF FF FF FF FF FF BE B8 CA C4 D& DO E1 DC cCADIaORevevivvvix, EAGDAD
00073824 EE E8 F2 F3 FF FF FF FF B6 FF CO BEE CB C6 DS DO E0 DR EL ES F4 EF FF FL i&0avyiyIvi-EECPpavsisiim
00073848 FF FF B9 B4 C2 BD CB C7 D5 DO DE DA E8 E3 F1 EC FA Feé B3 FF BC BE Cé C2Z ¥y AnECCDPULERIG5™ ., EA
00073872 CF CB D9 D4 E3 DE EC E7 F6 F1 FF FA T7E TE T7E T7E 7F 7E 82 80 80 83 80 80 IEUO&Bigafigl~~~~.~,EEfEE
00073896 80 80 80 80 FF 80 FF FF FF FF FF FF [l5 GR)En s m i e e e T €€€€y€yyyyyﬂf‘_fJﬁﬂ_{uﬁaﬂ_|

l| oo073920 EEREEREEREEREEEL| DO D3 CB CE C8 C9 C8 C8 C4 C4 C4 C4 C4 C4 C4 C2 00 00 P39304pCEIREEERARARRARA. .
00073944 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 4 nennenerernreneenes

000735968 00 00 00 0O 00 OO0 00 OO0 EC EC EC EC EC EC EC EC EC EC EC EC EC EC EC EC ........ 13333333333333353
00073992 EC EC EC EC E 11331333333333333333
| ccorsoso zopczcecs 80 80 IEUGAPiIgEAYU~~~~.~,€EFEE | Liliiiniannn .
oo voarson (MRS EEEEVEYVVYYVELIUGARCESWI] |
] 00 00 [39304POEIEEEEAAAAAAAA.. s
DO 00 ..cccccececcccncccsscnscsae
el oo, LLEB AR ERRERERERS

Colorado State University




Hex Data...

®& BOSCH CDR ::rrievar

Hexadecimal Data

Be0OO: 20 50 08 00 00 00 00 0O .
ne08. 00 00 00 00 AA 00 00 00 Manufacturers specify what the hex data means

Bel0: 00 00 OO0 OO0 AA 45 F9 F9
Bel8: F9 F9 F9 9D F9 F9 FF AA

B620: AA AA 00 00 00 00 00 00 Sometimes, manufacturers use standards for the
B628: 00 00 00 00 00 00 00 00 :
B630: 00 00 00 00 00 00 00 00 meanlng Of data

Be38: 00 00 00 00 00 00 00 00

B640: 00 00 00 OO0 OO OO 0O 060 FQ . .
RE48: 00 00 00 00 00 00 00 00 everse engineering processes can help decode

B650: 00 00 00 00 00O 00 00 AA non_standardized data
B658: 00 25 82 20 50 08 00 00

BeeO: 00 00 00 OO0 OO OO OO0 0O
Bee8: 00 00 00 OO0 OO OO OO0 0O
Be70: 00 00 00 OO0 OO OO OO 0O
Be78: 00 00 00 00 00 00 43 69
Be80: 00 00 OO0 55 AA AA AA AA
Beg88: 00 00 OO0 BE 86 00 01 16

B690: 87 00 01 eC 88 00 01 7D
Colorado $tate Universr 32



Meaning Applied to HVEDRSs

. . . ™ SURFACE oAE
Standards Based Meaning .‘.%Elntemat:ona/ VEHICLE SAE 1587 JUL2008
- SAE J1587 RECOMMENDED |gd, 128
A.84 ROAD SPEED PRACTICE
Superseding  J1587 FEB2002

Indicated vehicle velocity.
Electronic Data Interchange Between Microcomputer Systems

in Heavy-Duty Vehicle Applications
Parameter Data Length: 1 Character oy PP

Data Type: Unsigned Short Integer
Bit Resolution: 0.805 km/h (0.5 mph)
Maximum Range: 0.0 to 205.2 km/h (0.0 to 127.5 mph)
Transmission Update Period: 0.1 s

Message Priority: 1

Format:
PID Data
24_ aRDad speed SURFACE SAE J1939-71 FEB2010
S#Elntemationaf VEHICLE Issued 1994-08
’ SAE J1939-71 RECOMMENDED | groyised 2010-02
PRACTICE
: SAE J1939-73 Superseding  J1939-71 JAN2009
Vehicle Application Layer (Through February 2009)

Colorado State University




Human.Readable Hex

. Strategy: Lo

e HxD - [C\Users\jeremy-daily\Documents\Dropbox\Synercon Technologies\Consultingy13-001-1216 Leizerman DDEC VADDEC V Chip Data\DDEC-V f... El&lg
. =

E File Edit Search View Analysis Extras Window 7 o (F= S

B | i cH e 2 IEH AMNSI E| dec E|
2] Chip2.bin | & ChipAbin | %] Untitledl | 2] ChipB.bin |

Cffset(d) 00 01 02 03 04 O5 06 07 08 08 10 11 12 13 14 15 16 17 18 15 20 21 22 23

00073728 ED FO BF EB CB C5 DS D3 ES DF F3 EB FF FS FF FF FF FF FF FF C4 BE D2 CB  1&; eFAUCARAETOTTTIvARDE |—]ﬂ
00073752 DE D8 EE ES Fo F2 FF FF FF FF FF FF BC FF CO C3 D7 DO E4 DE F2 EB FF F8 EBEEAGOTIVITIiMiELA=DEROETe
00073776 FF FF FF FF FF FF C2 BB DO C8 DD Dé EA E4 FE8 F2 FF FF FF FF FF FF BS FF iyivivih=-DET0Raso iy
00073800 C7 CO D5 CE E3 DC F1 EA FF F8 FF FF FF FF FF FF BE BS CA C4 D& DO E1 DC CAGTIaUA&vevvvivyx, EAODAT
00073824 EE ES8 FS F3 FF FF FF FF B6 FF C0O BB CBE C& DS DO EQ DR EAL ES F4 EF FF FL ieaoyiiyIvi-EESDaveidsiva
00073848 FF FF B2 B4 C2 BD CB C7 D5 DO DE DR E8 E3 F1 EC FA Fé B3 FF BC B8 Cé C2 iy* IxFcippiesninss v, EA
00073872 CF CB D2 D4 E3 DE EC E7 F6 F1 FF FA 7E 7E 7E 7E 7F 7E 82 B0 80 83 80 80 IEUG&PigoAit~~~~.~,EEfEE
00073896 80 80 80 B0 FF 80 FF FF FF FF FF FF [T =R R E N s €€€€y€yyyyyyr_ujsﬁﬁﬁsaw4

| ooo7rsszo EENEEBEEBEEIEEIEE Do D3 CB CE C8 C3 C8 C8 C4 C4 C4 C4 C4 C4 C4 C4 00 E32304pOEIEEEEARRARRRA . .

00073944 00 00 OO OO OO OO OO0 OO0 OO0 OO OO0 OO0 OO0 OO0 00 OO0 OO0 00 00 00 00 00 OQFOD ... ...ttt nnnnns

\\\\\\\\\\\\\\\\

00073968 00 00 00 00 00 00 00 00 EC EC EC EC EC EC EC EC EC EC EC EC EC 1I_“_.”:;ll._ll.'l.__.lzh.1.1_'l_.u_lnu__}lulu
00073992 EC EC EC EC EC EC EC EC EC EC EC EC EC EC 3“'“ k3 o
f] ©00074016 EC EC EC EC EC EC DD E8 EC EC EC EC EC EC 80 80 EPI:;EII'I},HJ”””” .~ EEfE
| 00074040 EC DC EC EC EC EC EC EC EC EC F2 EC EF EF e — - - -
aaaaaaaa e s EEEVEVYVVVVELIUGRKCESW g
Offset: 73008 Block: 73908-73925 Length: 18 P—
S — 00 00 [E393C4POEIEEEEARARRRARA, =

I:II:I I:II:I || n n || n n || n n || n n || n n || n n || n n n n n
ECEC ........113133333333333313
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2 Byte Reversals

« The flash memory is used such that the bytes are stored with bytes that are reversed.

— The VIN from the raw memory says:
— F1 JU 6A KC 63 WL 23 93 04

«  After swapping every 2 bytes, it becomes:

1FUJAGCK36LW32394

. This is 18 bytes, but VINs are 17 characters

«  We can also find serial numbers (search for “R6")

Colorado State University




Simulated Data

. Issue: Still need to decode the
data...

. Strategy: Get an exemplar ECM
and put a known speed record on it
to find the Hard Brake and Last
Stop Events.

@E@(bbnﬂoﬂmBUnhﬂﬁﬁy

DDEC® Reports - Hard Brake #1
Print Date: 10/4/2013 1:23 PM Trip: 12/12/05 20:56:39 To 10/04/13 (PST)
DDC Vehicle ID: DDEC5-TEST
Driver 1ID:
’ - Odometer: 532323.9 mi
( ) - Engine S/N: 06R0760090
Trip Distance 473875.7 mi p Tim 122:4
Trip Fuel 94635.50 gal Fuel Consumption 4.53 gal/h
Fuel Economy 5.01 mpg Idle Time 11330:35:08
Avg Drive Load 46 % Idle Percent 54.29
Avg Vehicle Speed 49.7 mph Idle Fuel 7417.38 gal
Incident Time: 10/04/13 7:14:18 (PST) Incident Odometer: 532323.0 mi

Vehicle Speed (mph)

-1:0
Engine RPM

-0:5 - e =0:4° =0:4¢ -(1=135 -0:130




Get help from the network logs

« DDEC Reports downloads data in 9 groups called data pages.

« Use J1587 Transport layer to reconstruct the network traffic.

« *XTRfile is close to a network log.

«  We can map the XTR file contents to DDEC Reports elements (See SAE 2014-01-0495)

Enables pattern matching for data elements like Mileage and Times.

Colorado State University



Find the patterns (Hard Brake)

-

10 HxD - [C\Users\jeremy-daily\Documents\Dropbox\DARPA CFT MEITN\Baseline Data\Detroil Diese\DDEC S\DDEC Reports\DDECS-DDEC Reports-baseline 10041312345644.XTR]
= o — —

o - — - -

© i) File Edit Search View Analysis Extras Window 7

A I

[=]| ANsT =] dec ]

£ Chipl.bin | | Chip2.bin | | ddec-v-chip-A-sgt-hickey-intel.hex | 2| ddec-v-chip-B-sqt-hickey-intelhex | & cat-adem-Il-test-intel-hex.hex

] DDECS-DDEC Reports-baseline 100413123456 A4 XTR

Cffset (d)

00004000
00004032
00004064
00004096
00004128
00004160
00004192
00004224
00004256
00004288
00004320
00004352
00004384
00004416
00004448
00004480
00004512
00004544
00004576
00004608
00004640
00004672
00004704
00004736
00004768
00004800
00004832
00004864

@E@(kmmadoStﬁeUnhemﬁy

18]

0o
a7

01

0o
02
0o
E7

45
53
40
21

0z

0o
0o
0o
O&

18
513
58
14

03 04 05 06 07 08 05 10 11 12 13 14 15 16 17 18 15 20 21 22 23 24 25 260 27 28 25 30 31

00 00 14 00 51 00 02 FF 07 E7 39 51 00 BA E3 OC 00 1n EC DA 04 &6 F2 00 00 77 96 B8R 02
00 8% CB 03 00 46 86 BF 00 00 00 00 OO0 OO0 OO0 OO0 OO0 90 SE OD 00 2E 17 8L 15 00 BC C6& 08 #...%E..Ft........... Z....5..EE.
00 00 B2 45 2E 01 7F C2 2B CA EB 8B 2A 2C AT CD 28 00 00 00 00 OO0 OO0 02 00 A8 03 01 7B ..... R, AsEsex sl ... ... T
00 DE 39 51 00 4B 8F 90 17 36 9c. .BOQ.E...8[..... :

..... L T -
1 5 B R n
E I M...."Q. U 7
- b .. 'E. J n
r Vewus Z. d
“....'X....’T...."P...."L...."H
B A o D el S
B.... . E. BB TRMUEC ...

én.0e@6éu. (“B6g.* @7;.5k@87i.7kEga
PfR:b.Q.08<- . Q @>z.a"@?%." . @R4.Z
LBB¥.YZBD..[.BCH...BR-.=]BCF.KxE
DZ.Q}BE .R}EFv.P}EF{.4c@GC.N}EG.
LE{BH:.J{BI..R,BJ4.7=@I3..>BIz..
FEH....BH#.@=@I\.J{@JI. g EM3.€=8
OL.~"@BQo.s3;B55.g¥RT..a"@Ue. 2.8V
LS5tEW= . TpAWY. G EWS . BveEX. .BzfX (.=
vEXS . BqgB¥. . +cBWA. £~ EWT. +cEWE . OnE
VY.L BV..Z.8WO. | SEWK.X}EX" . efY:

TE B8 40 51 F2 18 73 A1 40 53 84 1% 71 SF 40 54 07 14 61 94 40 55 65 1A 54 8D 40 56 33
40 57 B2 1A 37 70 40 57 DD 1A 47 TD 40 57 Fe 1A 40 TS 40 58 QOE 1B 41 TA 40 58 28 1B 3D
35 1B 38 Tl 40 58 16 1B 2B 63 40 57 E2 1A 26 SE 40 57 DC 1A 2B 63 40 57 C8 14 30 &8 40
00 00 40 56 11 13 5& 9D 40 57 39 13 5D 80 40 57 58 13 58 7D 40 58 82 13 &5 87 40 59 B2




10 HxD - [C\Users\jeremy-daily\Documents\Dropbox\DARPA CFT MKINChip Data\DDEC-V DARPA Dec13'Chip2.bin]

D@ File Edit Search View Analysis Extras Window 7 mEE|
A el o2 [ ans Hlaec [
) Chiplbin| & Chip2bin

Offset(d) 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 25 30 31
| 00868800 €0 00 00 00 OO0 1C &0 OO0 00 OO0 00 21 &0 00 OO0 OO0 00 25 &0 OO0 OO0 OO 00 25 &0 00 00 OO0 00 2D &0 00

B ddec-v-chip-A-sg'(-hlckey-intei.hex| 3 ddec-v-chip-B-sg’(-hicke},r-lmei.ha(| 7] cat-adem-][i-ts’(-lmei-hex.hexl | DDECS-DDEC Reports-baseline 100413123456 A4, XTR

00868832 00 00 00 31 60 00 00 00 00 35 60 00 OO 00 00 39 €0 00 00 00 00 3D 60 00 00 00 00 41 60 00 00 00
00868864 00 45 60 00 00 00 00 4% &0 00 00 00 OO0 4D &0 00 OO0 00 00 51 60 OO 00 00 00 55 &0 00 00 00 00 S5A
00868896 €0 00 00 00 00 SE &0 00 00 OO 00 62 60 00 00 00 00 &6 &0 00 00 0O 00 &A 60 00 00 00 OO0 €E &0 00
00868328 00 00 00 72 60 00 OO0 00 00 76 &0 OO0 OO 00 OO0 74 60 00 OO0 00 00 &4 &0 OO0 OO0 00 00 &0 &0 00 OO 0O

00868960 00 5C 60 00 00 00 00 58 60 00 00 00 0O 5% &0 00 00 00 00 50 &0 00 00 00 00 4C &0 00 00 00 00 48 .\"... . e LTl
00868952 €0 00 00 00 00 45 &0 00 00 OO 00 43 60 00 00 00 OO 3F €0 00 00 OO 00 3B €0 00 00 00 00O 37 60 00 ~....E"....C"... IR
00863024 00 00 00 33 60 00 00 00 00 2F 60 00 00 0O DA 04 1A EC 4E 14 A9 77 17 36 CA 90 17 36 &F 90 00 4B ...3'..../"...U..iN.@w.6E..6...K
00869056 00 00 7C D1 6E 17 30 36 40 &5 75 17 28 36 40 S5E 67 17 2A 36 40 60 Al 17 35 37 40 €8 CE 17 37 37 .. |Hn.06@eu. (68~g.*6@ ;.578kI.77
00869088 40 6B 61 18 50 39 40 83 FE 18 51 34 40 84 BT 19 51 3C 40 B85 7A& 1A 61 3E 40 93 2A 1B 5E 3F 40 90 Gka.P9G8fb.Q:E.-.Q<B . z.ax@"*."78.

00869120 FC 1B S5A 41 40 8F RS 1C 59 42 40 8E 1C 1D 5B 44 40 &F €A 14 00 43 40 00 B7 10 3D 41 40 5D 83 14 ©.ZAR.¥.YB@Z..[DE.3j..CR. .=R@I1F.
00869152 4B 43 40 78 D& 14 51 44 40 7D 20 15 52 45 40 7D 76 15 50 46 40 7D 7B 15 34 46 40 63 C7 15 4E 47 FKCEx@.QDE} .RE@}v.PFE}{.4FEcC.NG
00869184 40 7D OA 16 4B 47 40 7B 3A 16 4A 48 40 7B 8F 16 52 49 40 B2 C3 16 3F 4A 40 73 9A 16 1B 49 40 3E @}..KGE{:.JH@{..RI@, AL.?J@=5..16>
00869216 74 16 15 49 40 2F OD 16 14 48 40 2E 23 16 40 48 40 73 5C 16 4L 49 40 7B CF 16 &7 44 40 A0 9A 17 =z..I@/...H@.#.@H@s\.JIG{I.qJ@ 3.
00869248 80 4D 40 RR 49 18 T7E 4F 40 A8 F2 18 73 51 40 A1 9A 19 71 53 40 9F 07 1A &1 54 40 94 65 1A 5A 55 £ME*I.~0R 0.s3Q@;3.gS5@Y..aT@"e.ZU
00869280 40 8D 93 1A 53 56 40 86 B2 1A 37 57 40 70 DD 1R 47 57 40 7D Fé 1R 40 57 40 79 OE 1B 41 58 40 TA @.“.5V@t*.7WepY.GWE}&.@wWey..RXEz
00863312 28 1B 3D 58 40 76 35 1B 38 58 40 71 16 1B 2B 58 40 63 E2 1A 26 57 40 S5E DC 1A 2B 57 40 63 C9 1A (.=XEv5.8X@g..+HEcd.sW@~ T.+WEcE.
00862344 30 57 40 €8 91 14 00 56 40 00 11 13 5A 56 40 9D 39 13 5D 57 40 80 58 13 58 57 40 7D 92 13 65 58 OWEh . .VE...ZVE.9.]WEEX.XWE}' .eX
00869376 40 87 B2 13 70 59 40 R0 35 13 40 58 40 6E 3C 13 28 57 40 4C 50 13 47 56 40 6F CF 12 11 54 40 21 @%°.pY@ 5.@XEn<. (WELE.GVEoI..TE!

00869408 FB 11 00 51 40 00 1C 11 00 4D &0 00 CD 0D 00 3F 60 00 87 O7 CE& 20 60 00 55 09 2B 18 &0 00 5C 09 4..QE....M L2 L—E UL+ TN
00869440 26 2C 60 00 58 09 26 33 60 00 58 09 27 31 €0 00 58 09 28 30 60 00 SA 09 26 2E 60 00 60 0% 26 2D &, .X.&3 .X."1 .X.(0".Z.&." . .&-
00869472 40 09 09 R TP -
00862504 oo D2 2E [-%,8...;.%#n_+0..i..."..K..bg[| .

00869536
00869568
00869600
00869632
00869664
00869696

} 00 00 8 89 CB 00
A7 Dée 00 00 13 E2 64 02 82 E7 00

00 00 00 00 00 00 94 00 E7 8B 00 00 81 7B 17 00

13 AE 74 0OA 00 95 C8 EC 01 BS 51 4E 14 05 77 17 36 A0

00 00 00 00 00 00 01 00 00 00 17 36 AO 7F 00 00 00 00 17 36

00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 OO0 00 00 00 00 00 C

00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 C

00 00 00 00 00 00 00 00 OO0 00 OO0 00 OO0 00 OO 00 00 00 OO0 OO

Length: 720

77
oo
8C Ce DA 04 1A EC 11 2A 2C B5 OC 00 BA E3 00 00 66 F2
00 00 2F 00 31 3C TE 88 00 00 10 00 FO B4 BA 00 00 00
CB 00 00 00 00 0O 00 OO0 0O 0O OO 00 00 AD 00 E8 8A 00 00 3C 61
E7 00 00 00 OO 0O 00 OO0 OO 00 OO 00 00 OO 00 00 00 OO0 00 00 00
8B 00 00 81 7B 17 00 2C 2E AD 05 08 55 03 00 B2 38 E&F 00 AR 83
51 4E 14 05 77 17 36 RO TF 00 04 00 00 10 01 FF 53 DE BS 03 00
T7F 00 00 00 00 17 36 A0 7F C4 9B 01 00 37 35 00 00 00 00
00 00 00 00 00 00 00 OO0 0O 0O OO 00 00 OO 00 00 00 0O
00 00 00 00 OO0 00 00 OO0 00 00 OO 00 OO0 OO0 00 00 00 00
00 00 00 00 00 00 00 00 00 00 OO0 00 00 0O 00 00 QO OO0

00870496
00870528

Overwrite
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Hard Brake 1 Comparison

Hard Brake 1

DDEC® Reports - Hard Brake

T T T Print Date: 10/4/2013 1:23 Fb 1

=—a Vehicle Speed .| == Brake Switch

W
o

[}
j=]
b
4
4
p
3

Incident Time: 10/04/13 7:14:18 (P3T Incident Odomster: 532323.0 mi

Brake Switch
0 = Released
1 = Applied

Speed (mph)
FS
[en]
I

_________ e A : : Vt_a_hjicle Speed (mph)

N
o
T

Od : l | -
—50 —40 —30 —20 —-10 0 10 - —

T T T T T " T
| | e—e Engine Spee |

N
(%
o
o

Er_m%j.ne_.l-l:PH o

=

Clutch Switch

0

2000 H+++ Hilllllllll lllllllllillllllll iHHH Hilllllllll Hlllllllillll

1500

Released

1 = Engaged

2000F S T S -

Engine Speed (RPM)

500 T [ TR e P : 1:00 -0:55 -0:50 —0:45 0340 -0:35  -0:30 -0:2%  -0:20 -D:15 -0:10 —0:03 OO0 +0:05  +0:10 +0:15

0 -0:05 0=00 +0:05 +0:10 +0:15

Brake =00l Load ——— Throttle
Zpplied - - -

100 A SR R S 1100
ol S U R s
of S R ——
a0k AU R S e RS S 440
ol

0:50 -0:45 -0:40 -0:25 -0:30 -0:25 -0:20 -0D:15 -D0:10 -0:05 0:00 +0:05 +0:10 +0:15

Clutch
Engaged

Throttle (%)

Engine Load (%)

-0:50 -0:45 -0:40 -0:25 -0:30 -0:25 -0:20 -D:15 -0:10 -0:05 0:90 +0:05 +0:10 +0:15

=50 -40 —-30 —20 -10 0 10
Time (5) 10041312345€R0  KTR ECHM 5/W: 2.000 Version: 8.02-00278-00000 Page 1/2

0
]
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Hard Brake 2 Comparison

Hard Brake #2

T T DDEC® Reports - Hard Brake

TuzlinT ZaTo: J0F47E01E L:iii 2R Trip: 12/71070L ZlUrchrdsz Ty

60 m—= Vehicle Speed| = Brake Switch | by

1 = Applied

Brake Switch
0 = Released

lppelesnl Wlimer Lo7L12700 20085135 [Lavs _aciuen. Ddime er: SCEcil.gd ool

Vehicle Spaed {mph)

| i j | i
—50 —40 —30 —-20 -10 0 10

[ ®#— Engine Speed +—+ Clutch Switch |

N
U
o
(@]

2000 F-H-HHH--HEHHHH-H-HHHH ]
1500 '
1000

Engine Speed (RPM)
Clutch Switch
0 = Released
1 = Engaged

500

| I I | I I
=50 —40 —30 —-20 -10 0 10

+—+ Engine Load

100k - s SR ST e SRR L i 100

Engine Load (%)
Throttle (%)

Time (s)

100413254 2680 HTR LTH 7w 2,000 Vorsliom: Ho0Z-00Z0g-imne Pagae 252
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Last Stop Comparison

Last Stop Record DDEC® Reports - Last Stop Record
T T e

T T Triaz TeTor D074 001 Lo RH

14 m—a Vehicle Speed |- 1= Brake Switch |
12— --------------- --------------- ............... .............. ............... ........... : J i -

10

p—t

Brake Switch
0 = Released

Speed (mph)
1 = Applied

Vehicle Spaed {mph)

o N R v

—100 —-80 —-60 —40 —20 0

e—e Engine Speed

[\"]

(%]

o

o
T

2000

1500

Clutch Switch
0 = Released
1 = Engaged

1000_i ...... [ ™ asesieasnnians ; ___________ 3 .............. ; _________

Engine Speed (RPM)

500k ... | E ______________ R ; _____________ 3 ______________ U

Percent
(1)

y(0]0) EEPRRRRS S - ______________ _______________________ 1100
ot T I e b a0
60—-5 ______________ _______________ ______________ . _________ 460
A0F L R NS A (S o 140
20_€.“_.””_?“._.”_.}“””.”“9.. _i ............... ; ....... 420

ol : : : 3 :

Throttle (%)

Engine Load (%)

nllllln ol | | [ATIRTRTRRTRENARTNRREEN]
-100 —-80 —-60 -40 -20 0
Time (s)

10912254 260 XKTR COM S7W: 2,000 Yorsion: $.00Z2-UNZ0E-0UL0T Paga 171
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Daily Engine Usage

DDEC® Reports - Daily Engine Usage

Print Date: 8/21/20132 11:08 2M Date Range: 01/18/07 To 01/07/00 (EST)

University of Tulsa

800 2. Tucker Dr Vehicle ID: TIE DDEC4

Tulsa, OFE 74104 Driwver ID:

(918)631-3056 Engine S/N: OeRr04553534
Date - 1/18/2007 Total (hh:mm) 06:123 0e:00 08:47
Start Time:s 00:00:00 EST Hour (EST) Drive (min) | Idle(min) | Off (min)

———— 00:00-02:00 0 120 0
Odometer: 100610%.00 ma 02:00-04:00 0 120 0
Distance: 548.80 mi 04:00-06:00 96 24 0
06:00-08:00 104 1le 0

Fu=l: 95.25 al —— — — -
. 08:00-10:00 110 10 0
Fu=sl Economy: 5. 76 mpg 10:00-12:00 5 66 0
12:00-14:00 120 0 0
Lverage Speed: 539.54 mph 14-00=16:00 60 4 47
16:00-18:00 0 0 120
18:00-20:00 0 0 120
20:00-22:00 0 0 120
22:00-24:00 ] 0 120

@E@(bhﬁﬂOﬁmBUMWmﬂy




Daily Engine Usage Log Data - . XTR file

r Y
1 HxD - [C:\Users\jeremy-daily\Documents\Dropbox\SAE Paper on Digital Forensics\DDEC Reports... E‘E‘g
E_fl File Edit Search View Analysis Extras Window 7 = |[ 5]

By - b o 2o 15 [=|| AnsI [#|| dec |

& BaselineDDEC4.XTR

Cffserc(d) OO0 01 02 03 04 05 06 O7 OB 09 10 11 12 13 14 15
0000170 OO0 SC FF 00 00 60 00 OO0 OO0 11 00 O&A 02 00 00 00 .oeF.e cevenennnn

00001776 OO0 01 OO0 OF OO0 O3 00 00 SC FF 00 00 60 00 00 00 ... .us ...
Q0001782 11 00 O0A O2 00 OO0 00 OO0 01 00 03 00 03 00 00 3C ... .o eeianns ae
00001808 FF OO0 OO0 0 00 OO0 00 11 OO0 ORA 02 OO0 00 00 00 01 #.. . eeiewennnn
go0o0lsz4 00 O3 00 O3 00 OO0 8C FF 00 00 &0 OO OO0 OO 11 0O ...... .. ...

00001840 o0& 02 OO0 00 OO0 OO0 01 OO0 O3 00 04 00 00 9C FF 00 ... iuvenmnnns i,
00001856 OO0 &0 OO0 OO 0O 11 OO0 OA 02 00 0O OO OO0 01 0O 03 "
Q0001872 00 032 OO0 00 SC FF 00 OO0 &0 OO 0O OO 11 OO0 0O&A 02
00001888 OO0 OO0 OO0 OO 01 OO O3 00 03 00 00 SC FF 00 00 &0
00001904 OO0 OO0 OO0 11 0O O&A 02 OO0 OO0 OO 00 01 OO0 03 00 03
00001920 00 OO0 SC FF 00 00 &0 OO0 00 00 11 OO0 ORA 02 00 0O
00001936 OO0 OO0 01 OO O3 00 03 OO0 00 SC FF 00 00 &0 10 0O

00001952 04

00001968

00001984 62 01 DO

Q0002000 2B o©F 52 00 78 51 48 27 37 18 06 1B 18 78 T8 TE +o™.xQH'T....HHX
0000201e OO0 27 08 48 75 61 72 5D 60 00 00 OO0 O7 12 &C 01  .'.Huar] ..... 1.
00002032 50 11 75 29 25 5D 85 00 TE T8 30 28 0OA 04 00 41 P.u)d)™.=Ex0(...A

QoooZ2048 46 78 TE T7HE OO0 00 14 ZF 6E T4 78 31 32 00 00 00 Fxxx.../ntxlZ...
00002064 98 OB DD 00 47 08 74 29 8D 51 99 00 00 00 OD 16 ~.¥.G.t).Q™.....

Q0002080 OS5 1D 04 29 78 3D 00 45 00 00 25 61 73 43 02 12 ...)x=.E..%as=sC..

000020%6 00 21 00 1E OO0 OO0 OO0 00 ©B 43 73 29 8D 51 52 00 .'...... kEC=) .0™.

00002112 OO0 00 OO0 OO0 OO0 OO0 OO0 OE OO0 OO0 00 OO0 00 00 00 00 ... evrienmnwennns -
Offset: 1956 Block: 1956-1991 Length: 36 Overwrite
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Determining Data Meaning in the Dally
Engine Usage Log

Interpreted Data

Bytes Hex Value (s) LSB Value Value
Sequence

70 15 5488 0.1 mile Distance 548.8 miles

7D 01 381 0.25 gal Fuel 95.25 gallons

50B4 77 29 695710800 1 sec from Start Time 17 Jan 2007 at
epoch 23:00:00 CST

258599 00 10061093 0.1 mile Odometer 1006109.3

miles

78 78 18 10 0A 42 120 120 24 16 10 1 Minute Idle Time Same as

000400000000 66040000 Decimal

00 00 60 68 6E 36 0096 104 54 120 1 Minute Drive Time  Same as

784500000000 690000 Decimal

All other data are calculated

Interestingly, the .XTR file contains minutes, but the chip memory
contains seconds.

Colorado State University




Chip Memory Contents

XTR file has 36 Bytes for 1 day in the Daily Engine Usage Log.

However... The memory record containing the Daily Engine Usage data
is contained in a circular 30-day buffer with each day holding 66 bytes.

This was determined by locating the odometer readings since the
MSB'’s were the same. There were 66 bytes from one 4-byte odometer
reading to another.

Data Hocation | word size | LSB
Description (LSB last) Value
seguence

Start Time

Seconds 1,0, 3, 2 Figure 16
Stamp
Miles 5,4,7,6 u32 1/640  Figure 17

Distance Miles 9,8, 11,10 U32 1/640  Figure 18
Traveled

'Fuel Used  [NEEINE 12, 13 U16 0.125  Figure 19

Colorado State University



Daily Engine Usage Time

« XTRfile = 24 bytes

« Memory Chips = 48 bytes, so there twice the bytes that are in memory but not
transmitted on the network.

« XTR file has minutes coded as single bytes (0-255)
« Memory stores times in seconds as 2 bytes (16 bit) (0-65536)

* Only Drive time and Ildle time in each 2-hour block are recorded in memory.

Drive + ldle seconds in memory contents did not always sum to 7200 seconds ( 2 hours)

Colorado State University



Decoded Daily Engine Usage Log

Start Date |Start Time Em Total Daily Time 00:00-02:00 | 02:00-04:00 | 04:00-06:00 | 06:00-08:00 .
Central Standard Time [V EE T N T Idle  Drive Idle Drive  Idle Drive
(HH:MM)  (HH:MM)

Thu, 07
Jan 2010

02:00:00AM 530196.8 346.5 76.750 15:23 08:04 82:33 26:49 6543 54:17 20:38 99:22 55:49 41:00

Fri, 08 Jan

2010 02:00:00AM 530543.3 470.0 111.625 13:60 09:58 120:00 00:00 108:47 11:12 00:00 120:00 05:12 114:48

Sat, 09 Jan
2010

02:00:00AM 531013.3 506.1 111.750 13:57 09:43 120:00 00:00 120:00 00:00 49:13 49:57 03:28 116:33

Colorado State University




Issues

 Broken ECUs usually lose power before the events have a chance to write.

« Hard Brake and Last Stop data are from the previous events (i.e. not interesting).
 The process of removing the chip is destructive.

* Reinstalling the chip requires special equipment (and patience)

« Ball Grid Array (BGA) chips are
particularly challenging.

P
g,
'''''''

Pt 100

- .
-

https://www.forentec.ch/weitere-services/mobile-forensics-training/teeltech-bga-chip-off-forensic/
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Sometimes there are
Serious Issues...

Colorado State University
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Missing Data”??
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Can we read memory in place?

The chip removal method is challenging.

52



Case Study: Cummins

Cummins CM870 Cummins CM2350
(MPC5xx) (MPC55xx-57xXx)

Colorado State University



Case Study: Cummins

Cummins CM870 Cummins CM2350
(MPC5xx) (MPC5674F)
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Goals and Objectives

« Safely extract binary data from the broken
ECU

« Decode the extracted data to recover
— Sudden Deceleration Records Decode

— Data Plate Information

— Fault Codes
— Parameters and Settings

« Write the extracted binary to a working ECU

Extract

« Download the data using diagnostic or Download
forensic computer programs




Data Extraction via the JTAG Port

« Use the Joint Test Action Group (JTAG) specified programming port for the
microprocessor on the ECUs printed circuit board.

« Case study used the following tools:

CYCLONE

CYCIons Uni
5 Versal Fx 49.
;’P. 10.0.9.219 fgp, 1949-0.2
ame: Test " ic)

i chl
g 1(iN)o(Ex)
SIN: meSPet ABC v3 53

MSF0143;

AlienTech K-TAG Master Kit

2016-02.3 608:1 1:02 py

PEmicro CYCLONE FX Programmer

Colorado State University



Using the K-TAG Tool

S7



xample for the CM870

cumming 6L
23052878
g assek - Ty

Slpanda gy i 20

Colorado State University



K-TAG Software Startup




Search for ECM

ﬁlAu Search Vehicle List = - Q,

TN

NAG ___  KEsS

| (B -
cm? cu.. kW hp PS nm ftlb ECUBrand ECU Version ECU... Group K-TAG ... « - Enabled = /\
X o 0 o0 o0 0 0 0 Motorola CMST0 ECM  MOTOROLA MPC5xx 400 @ Active h
X o 0 o0 o0 0 0 0 Motorola CMBTO0 ECM  MOTOROLA MPCSXx 400 @ Active —_—
X o 0o 0 o0 0 0 0 Motorola CMSTo ECM  MOTOROLA MPCSXX 400 @ Active @
X 0o 0 0 0 0 0 0 Motorola CMST0 ECM  MOTOROLA MPCSxx 400 @ Active —
X 0o 0 o0 o0 0 0 0 Motorola cMe70 ECM  MOTOROLA MPC5xx 400 @ Active
X o 0 0 0 0 0 0 Motorola CMSTO0 ECM  MOTOROLA MPCEXx 400 @ Active
x 0 o 0 o0 0 0 0 Motorola CMaT0 ECM  MOTOROLA MPCSXX 400 @ Active
X 0o 0 o0 o0 0 0 0 Motorola CMaT0 ECM  MOTOROLA MPCSXX 400 @ Active
k o o 0 o 0 0 0 Motorola CMST0 ECM  MOTOROLA MPCBxx 400 @ Active
}( o 0 0 0 0 0 0 Motorola CMST0 ECM  MOTOROLA MPC5xx 400 @ Active
X o 0 0 o0 0 0 0 Motorola CMETO ECM MOTOROLA MPCSXx 400 @ Active
X o 0 0 o0 0 0 0 Motorola CMSTO ECM  MOTOROLA MPCSXX 400 @ Active
X 0 0 355 476 493 0 0 Motorola cMe70 ECM  MOTOROLA MPCBXx 400 @ Active
i« 0 0 35 476 483 0 0 Motorola CMST0 ECM  MOTOROLA MPC5xx 400 @ Active
N £ o o 0 o0 0 0 0 Motorola CMBT0 ECM  MOTOROLA MPCEXx 400 @ Active @
X o 0 0 o0 0 0 0 Motorola CMaTo ECM  MOTOROLA MPCSXX 400 @ Active 4
L 0o o 0 o0 0 0 0 Motorola CMST0 ECM  MOTOROLA MPCSxx 400 @ Active
i & 0o 0 o0 0 0 0 0 Motorola CMST0 ECM  MOTOROLA MPCSxx 400 @ Active «I
- ?( o 0 0 o0 0 0 0 Motorola CMST0 ECM  MOTOROLA MPC5xx 400 @ Active s
k o 0 0 0 0 0 0 Motorola CMSTO ECM  MOTOROLA MPCExx 400 @ Active 3
i - - - - - - e meee oo - ;

Colorado State University



Locate the JTAG Port

. After choosing the correct ECU, click on the bookmark icon for wiring instruction

Under no circumstances Alientech shall be liable for any damage caused to the ECU in the opening, by cennections and/or by scldering not in accordance wit
BY USING THIS PROTOCOL, YOU GIVE YOUR FULL AND UNCONDITIONAL ACCEPTANCE OF THESE TERMS AND CONDITIONS, YOU AGREE TO RELEASE ALIENTE

Instructions

. Remove the ECU from the vehicle;

. Open the ECU, being careful not to damage the parts inside;

. Reconnect the ECU to the vehicle and start the engine, in order to make sure the ECU is still in working order and has not been damaged in 1
. Remove again the ECU from the vehicle;

. Connect to the ECU:

(3 R AR

The programming pads are shown in red in the picture.
Note: Open the ECU cover on the side without connector.

6. Always make a full backup of the ECU;
7. Proceed with reading/writing.

Colorado State University




JTAG Port Connection

. Follow the instruction on the software, solder the port and attach the ribbon.

Bridge the
clock crystal

JTAG pin headers
and ribbon cable

Colorado State University



Connect Power

. Attach the D-sub cable to the ECU connector
. Power

. Ignition

Colorado State University



PC Connection Setup

Connect the KTAG to the ECU and the computer

Colorado State University



Retrieving Data

I K-Tag . . - . . . - i . " ' 5 - . » - g

ECU Data Selected Protocol 1
Identify ECU MOTOROLA CM870 INTERNATIONAL TRUCK CUMMINS ]
Clonable ECU.
) Micro MPC555/MPC556 Processes
() Flash DE28FB00F3 I
(7) EEPROM AT25128
@ Maps
Save ID Read
Write

Special Functions

Clone ECU L

Colorado State University



Retrieving Data

NI K-Tag —
G TAG rogamming
FLLLTH -
ECU Data Main Functions Selected Protocol
Identify ECU Read backup MOTOROLA CM870 INTERNATIONAL TRUCK CUMMINS
HW- 3683789 Wiite backisp Clonable ECU.
SW:
gmypg-i Micro MPC555/MPC556 Processes
Flepiacernent: Flash DE28FB00F3 DE28FB00F3 ECU identification in progress... P
gﬁ:ﬁ? EEPROM AT25128 AT25128 EZ:E:ES gz‘g;s{;nm
@ Maps Reading Micro._.. s
SECTOR: 0x00000000
SECTOR: 0x00008000
Save ID Rl SECTOR: 0x00010000
SECTOR: 0x00018000
Write SECTOR: 0x00020000

SECTOR: 0x00028000
SECTOR: 0x00030000

Special Functions SECTOR: 0x00038000
A SECTOR: 0x00040000
2l SECTOR: 0x00048000

SECTOR: 0x00050000 -

Colorado State University



.

ECU Data

Identify ECUY

HW 3683289

Flepla cement:
= System:
: Engine:

Save ID

Hill f'.‘ﬂ';’f#ﬁﬁ&ﬂ Save As

Save the Binary Data

-

uv|- Desktop »

Colorado State University

COrganize = Mew folder

e - -

. | Libraries
IJ System Folder
bl

34 Favorites E
BE Desktop

& Downloads
- Recent Places L] I'I Computer
& OneDiive i | Systemn Folder

ACom Diagnostics

m

. Duy Yan
& System Folder
m , Metwork

|
| System Folder

Acrobat Reader DC

4 Libraries B Bendi Shortcut Shortcut
D D 1.2 KB 1.99 KB
£| Documents
J—, Music Adapter Validation Tool Arduing
= Pict Shortcut w Shortcut
] Pictures 1.68 KB [#] 991 bytes
E Videos = . i
Cummins INSITE Device Tester
= Shortcut Ll U™ Shortcut o0
File name: m -
Save as type: ’ vl

“ Hide Folders

Save

Cancel

SECTOR: 0x00050000




Binary Result in Hex Editor

File | Edit | View Grammar Script Window Help

150_8859-1:1987 - ] <none A G <none:

Go To Position Encoding Grammar Parse  Results Script  Process Results

00 01 02 03 04 05 06 07 08 09 Oa OB OC OD OE OF 10 11 12 13 14 15 1e 17 18 1% 1a 1B 1C 1D 1E 1F 20 21 22 23 24 25

0x00000 48 00 04 582 00 00 00 00 45 00 28 D2 00 00 00 00O 45 00 04 82 00 00 00O OO 48 00 04 82 00 00 OO 00 48 00 04 82 00 00 H....... Ho(Ouvw Howw o H.oovonnn H..... -
0x00026 00 00 48 00 02 DA 00 00 00 00 48 00 04 82 00 00 00 00 48 00 04 82 00 00 00 00 48 00 04 82 00 00 00 00 48 00 03 AE ..H..U....H....... H.o...... H....... H..®
0x0004c 00 00 00 00 48 00 04 82 00 00 00 OO 48 00 04 82 00 00 00 00 48 00 04 82 00 00 00 00 48 00 04 B2 00 00 00 OO0 48 00 ....H....... H....... H.oooon.. H....... H.
0x00072 04 82 00 00 OO OO 48 00 04 82 00 00 OO OO 48 00 04 82 00 00 00 00 48 00 04 82 00 00 OO OO 48 00 04 82 00 00 OO0 OO ...... H.o...... H.o...... H....... H.o......
0x00028 48 00 04 82 00 00 00 00 48 00 04 &2 00 00 00 00 45 00 04 82 00 00 00 OO 48 00 04 82 00 00 OO 00 48 00 04 82 00 00 H....... H.oooononn H.oooon.. Hoovonnn H.....
0x000BE 00 00 48 00 04 82 00 00 00 0O 48 00 04 BZ 00 00 0O 00 48 00 04 B2 00 00 00 00 48 00 O4 82 00 00 00 0O 483 00 04 B2 ..H....... H.o...... H.o...... H....... H...
0x000E4 00 00 00 00 48 00 04 82 00 00 00 OO 48 00 04 82 00 00 OO0 00 48 00 04 82 00 00 00 00 48 00 28 D2 00 00 28 DO 00 OO0 ....H....... H....... H.o...... H.(0..(D..
0x0010A 00 00 31 32 31 38 30 32 04 06 00 01 OC 08 00 00 12 01 10 01 FF FF FF 40 FE OA 01 00 00 01 01 02 00 01 0% 02 2E 00 ..121802.... ....... ¥YVep .. ... ... ..
0x00130 01 01 04 C0O 00 00 0% 04 00 00 04 FF FF FF 05 00 07 05 03 02 40 00 00 00 07 05 84 02 40 00 00 00 07 05 07 02 40 00 ...A.. ....9¥¥...... Booo..n. B....... @.
0x00156 00 00 07 05 B8 02 40 00 00 00 0% 04 43 75 6D 6D 6% 6E 73 20 49 6E 63 2E 00 00 43 75 €D 6D 62 6E 73 20 49 6E 63 2E ...... @... .Cummins Inc...Cummins Inc.

0x0017C 20 45 ®E €7 €9 BE 65 20 43 €F 6E 74 72 ©F ©C 20 4D 6F 64 75 ©C 65 00 00 53 65 eC 66 2D 70 6F 77 &5 72 65 64 20 77 Engine Control Module..Self-powered w
0=00122 &5 74 &8 20 6F BE &5 20 45 GE 74 &5 72 66 61 63 65 00 42 75 &C 6B 20 63 &F 6E 6E 65 63 74 6% 6F 6E 20 66 &F 72 20 ith one Interface.Bulk connection for

0x001C8 61 70 70 6C 69 €63 61 74 69 6F 6E 73 00 00 FF FF 94 21 FF D8 7C 08 02 A6 90 01 00 2C 3C CO 00 Bl 38 C6 97 A3 80 E6 applications..9y.!90|..!...,<A.18E.f.=
0x001EE 00 00 81 4¢ 00 08 7C 87 50 50 2c 04 00 00 40 81 00 0OC 38 RO FF FE 48 00 00 08 38 A0 00 FE 7C R4 2R 14 2C 05 00 02 ...F..|.PP,...Q@.. 8 ¥pH...8 .pl=*.,...
0x00214 40 81 00 B4 %0 E1 00 OC %0 E1 00O OB 8% 81 00 OB 3% B8Cc 00 01 5% 81 00 OB 2C 03 00 00 40 82 00 OC 38 EO 00 &4 48 00 @.. .4. .&..... L= r...B.. Ba.dH.
0x0023A 00 3Cc 2c 03 00 01 40 82 00 OC 38 EO OO 74 48 00 00 10 38 EO 00 75 2c 03 00 12 40 80 OO OB 48 00 00 14 3D 80 00 01 .<,...@.. B&a.tH...83.u,...@...H...=...
0x00260 3% gc 6D DO 7D 63 1A 14 7c 6C 5A 2E 3D B0 00 B1 BO 6C 95 05 81 81 00 08 39 €0 00 06 99 6C 00 00 B89 41 00 OB 39 4A 5..Pjc..|lz.=..x°1...... g9 ... 1. A, BT
0x0028e 00 01 59 41 00 OB 81 81 00 08 S8 EC 00 00 89 €1 00 OB 3% oB 00 01 5% €1 00 OB 81 41 00 OC 3% 8O0 00 02 9% 6A 00 00 ...RA. ..... i...a. %k...a. .A. S.......
0x002AC 81 21 00 Oc 21 26 00 08 80 61 00 OB 90 66 00 00 35 40 00 00 29 43 00 00 48 00 13 7D 80 01 00 2C 7C 08 03 A6 38 21 .!. .&...a...f..%@...C..H..}...,|..18!
0x002D2 00 28 4E 80 00 20 94 21 FF BO 90 01 00 08 7C 1A 02 A6 90 01 00 OC 7C 1B 02 A6 90 01 00 10 7C 0% 02 A6 90 01 0D 14 . (N.. !'¥°....l..t... |..1 - e

0x002F8 7C 01 02 A6 20 01 OO0 18 7C 00 00 26 90 01 00 1c 7C 08 02 Re 90 01 00 20 S0 61 00 28 90 81 00 2C S0 21 00 30 80 C1  |.. ..o.olev&enn Jootioa. can( ,-7-0.A
0x0031E 00 34 50 E1 00 38 91 01 00 3C %1 21 00 40 %1 41 00 44 %1 &1 00 48 %1 81 00 4c 3D 80 00 01 81 BC 00 52 7D 88 03 A6 .4.3.8...<.!.@.A.D.a.H...IL=...... Z}..1
0x00344 4E 80 00 21 80 €1 00 28 80 81 00 2c 80 A1 00 30 B0 Ccl 00 34 80 E1 00 38 81 01 00 3C 81 21 00 40 81 41 00 44 81 €1 N..!.a.( ,.1.0.A.4.4.8 <.!.@.A.D.a
0x0036A 00 48 81 81 00 4c 80 01 00 20 7Cc 08 03 A6 80 01 00 1c 7c OF F1 20 80 01 00 18 7C 01 03 A6 80 01 00 14 7C 02 03 A6 .H...L. | i | .A . | ] (-

0x003%0 80 01 00 10 7¢ 1B 03 A6 80 01 00 0OC 7C 1A 03 A6 80 01 00 08 38 21 00 50 4c 00 00 64 94 21 FF BO %0 01 00 08 7C 12 ....l..t.wu lootoo..81.PL..d. 19 ... .
0x003B6 02 A6 90 01 00 OC 7C 1B 02 A6 S0 01 00 10 7C 0% 02 A6 20 01 00 14 7c 01 02 A6 90 01 00 18 7C 00 00 26 90 01 00 1C . ... |..
0x003DC 7C 08 02 Re 20 01 00 20 =20 el1 00 28 90 B1 00 2C 50 A1 00 30 20 C1 00 34 50 E1 00 38 91 01 00 3C 91 21 00 40 91 41 |..;.
0x00402 00 44 91 61 00 48 21 81 00 4C 3D 80 00 01 81 8C 00 SE 7D 88 03 A6 4E 80 00 21 80 €1 00 28 80 81 00 2ZC 80 21 00 30 .D.a.
0x00428 50 c1 00 34 B0 E1 00 38 851 01 00 3C 81 21 00 40 81 41 00 44 81 61 00 48 81 81 00 4C 80 01 00 20 7C 08 03 A6 80 01 .A.4.
0x0044E 00 1c 7C OF F1 20 80 01 00 18 7c 01 03 Ae 80 01 00 14 7C 09 03 A6 80 01 00 10 7c 1B 03 A6 80 01 00 OC 7C 1A 03 A6 . |.f ...oleetananl .- -
0x00474 80 01 00 06 38 21 00 50 4c 00 00 64 54 21 FF BO 50 01 00 08 7C 1A 02 A6 %0 01 00 Oc 7¢ 1B 02 A6 %0 01 00 10 7C¢ 09 ....B!.PL..d.'%°....|--b.u. |..
0x0045A 02 Ae 50 01 00 14 7C 01 02 A6 S50 01 00 18 7C 00 00 26 S50 01 00 1c 7c 08 02 mAe S0 01 00O 20 S0 el 00 28 S50 81 00 2C¢ . ....]|..
0x004cD 50 A1 00 30 90 1l 00 34 %0 =1 00 38 91 01 00 3¢ S1 21 00 40 51 41 00 44 51 &1 00 48 51 81 00 4c 3D 80 00 01 81 BC .;.0.A

0x004E€e 00 &2 7D 88 03 A6 4E 80 00 21 80 €1 00 28 B8O 81 00 2C 80 A1 00 30 80 C1 00 34 80 E1 00 38 81 01 00 3C 81 21 00 40 .b}..:

0x0050C 81 41 00 44 81 €1 00 48 81 81 00 4Cc 80 01 00 20 7C 08 03 RAe 80 01 00 1c 7c OF F1 20 80 01 00 18 7C 01 03 26 80 01 .A.D.z2.H...
0x00532 00 14 7C 0% 03 mé 80 01 00 10 7C 1B 03 A6 80 01 00 0OC 7C 1A 03 A6 80 01 00 08 38 21 00 50 4C 00 00 €4 7C 04 18 40 ..| .;

0x00558 41 80 00 0c 7C &3 20 50 48 00 00 OC 7C ©4 18 50 20 €3 00 00 4E 80 00 20 54 21 FF ESB 08 02 A6 BF A1 00 OC S0 01 A.. |c

0x0057E 00 1c 3F E0 00 Bl 3B FF 8F 7C 81 7F 00 00 2C OB 00 00 41 82 00 10 2c 0B 00 01 41 82 00 38 48 00 01 &0 3D B0 00 30 . za.f;¥%.[.... .. . .
0x005n4 21 8C &1 00 55 BC Oe B4 2C 0OcC 00 00 40 82 00 10 3% &80 00 01 91 SF 0O 00 48 00 01 40 3D 80 00 B1 35 60 00 00 B1L ®C ;.2.U..", ..@...9%....... H..@=..29 . .11 -

Start End Length Content
0574 0574 1 7C
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Chip Level Access for Flash

. Flash chip, can be retrieved using individual chip reader

~
Sopyright XELTEK @

PASS RUN ERROR

Colorado State University



Chip Level Access: EEPROM

For CM870, EEPROM carries dataplate information via ASCII

Colorado State University



Dataplate Attribution Data

. Closer look at PowerSpec and EEPROM (for CM870)

Engine Dataplate Report

Engine Type ISX 02 Ecm Code AB10402.22
Engine Serial Number 79076145 Software Phase 6.5.4.2
Unit Number 25175 Extraction Date 04-02-2018 05:48:00

ECM Information

e

tr

s
2
%
iy}

=

Module Name Cm870 e e e e e e e 1 I = FCO
Ecm Code AB10402.22 o " &
Software Phase 6542 P388..r. ...... TS.83U. AL..AB10402.22
ECM Serial Number 23052876 cetaL -
ECM Part Number 3683289 .. STR1S 4
Engine Information VANCSTG25N391063 central
Engine Model 1SX 02 utah 25175 4972954010049729
Engine Build Date N/A 452003405%167300457259434004597285550045%72882
Engine Serial Number 79076145 60049729267004972951800
Do Option 1325 a
SC Option 11145 AN dbEROOOOO0O000000000000000000000000. .
. . 1 3

ehlcle Informatlon e e e e o [ T
Vehicle Identification Number (VIN) 4AV4NCITG25N391063
Vehicle or Equipment Year . .
OEM Vehicle Equipment Model STA15
OEM Vehile Eq STAIS Part of the Hex editor Window
Customer Location utah
Vehicle Unit Number 25175

Colorado State University
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N/S

Example for the Cummins CM2350
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CM2350 Component ldentification

Open the ECM to identify JTAG port

“
,
v
J
]

cococdoCE

Where is the
JTAG port?

T VSEELSLOO0COTLLE
¥ VEWEYSOO00C0000EEE

O

HIFTTTTT
S A
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CM2350 Connections from

KTAG Software

fie= 1 (sde 1§D
e i EEEREEERE TS
wei @ SEUREIXLEREILRS

it
T

f? s |

s

¥
i

Test Pad Connections

Colorado State University



JTAG is built into a Nexus debug port

,.'wu?-'i"f-' T3 B e ¢ & & _ 3
L D EE : 5 , ! < ) - ) 11 5 4
Ly Ly ; » ; - : | e - A
' d e 70 VRO
@ R e
gﬂll e PHTH
l‘lll|':!?

.
P UL

oy y .

SR L LA

i Iul't\‘;*l'

‘e

d
’
4
"
)
]
)
)
:
w
]
a
']
»
]
> .
]
»
»
]

LRI
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DL LA (R
R R T
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KTAG Wiring Connections

5 fpee EEF
TYFTIEI 581y

iii;!il!kili:

» MUY 3
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Summary of Binary Data Collection

Colorado State University

CM870

Three chips
—  Microprocessor

—  External Flash
— EEPROM (16 kilobytes)

1 MB Flash (Intel)

Flash can be separately extracted with the Xeltek chip
reader

Flex PCB Assembly
EEPROM contains Data Plate

CM2350

Single Chip

—  Microprocessor contains flash memory

3 MB Flash

Ball Grid Array

Non-Standard JTAG Pinout
Traditional FR4 Printed Circuit Board
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Chip Swap

SLLLLLLLT SNEEEES
SRNRRPR RS AR E N AR

——————
e s s e

Step 1: Chip from
board AC1 is removed

Removing a Chip by Carson Green: allowing for AC2 chip :
https://youtu.be/q pJ8OYdXkQ to be placed on AC1 &

Step 2: Chip
from board AC2
IS removed and

placed where

chip AC1 was
originally.

———————

- - - - -

O

- e (|}

-----

R,
W

o I
® o 2
o ., T

-

https://www.youtube.com/channel/UCWaZ7puxImvRRN{nOxc4bAA
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https://www.youtube.com/channel/UCWaZ7puxImvRRNtnOxc4bAA
https://youtu.be/q_pJ8OYdXkQ
https://youtu.be/q_pJ8OYdXkQ

Introducing the Virtual Chip
Swap

We can extract data from an ECU, but can we
write data back to it?
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Cloning an ECU

Binary File

D a m ag ed E C U D HyD - [C:\Users\jeremy-daily\Dropbox (Synercon)\JHSN2019-04-20 Cummins ECU Chip Rea..  — ] X
5| File Edit Search View Analysis Tools Window Help - 8 X
2 IE =R || Windows (ANS) || hex -

58] 4-24-19 CM2330 Forensics Case.MPC
Offset(h) 00 01 02 03 04 05 06 07 08 09 O 0B OC 0D OE OF Decoded text ~
002FFB00 2A 07 E6 OF 70 6C EO 02 1C €3 OA 5& 70 C EO 08 *.=z.pla..c.ZpEa.
002FFB10 1C 84 09 48 79 DD 83 DD 70 EC EO 02 5C €7 O0& 5C ., .Hy¥fipia.\g.\
002FFB20 C5 01 00 S0 20 F1 00 04 FF FF FF FF FF FF FF FF A... fi..9yyvveyy
O02FFB30 18 21 06 DO 1B 21 0% 20 48 07 7F 23 22 14 0D 3C .!.B... H..f"..<
002FFB40 EO 02 49 07 48 04 30 D1 80 24 24 06 E1 15 1C B1 a.I.H.ofl€++.4..+
002FFB50 80 A0 1B E4 A0 OC 7F DF 28 6E OD CE EO 0% C1 DF € .& ..B(n.Ia.AB
002FFB60 0D CD E4 06 OD 3D E1 04 OD 3E E5 02 C2 7F 20 04 .T&..=4..>&.A. .
002FFB70 00 C4 OC 64 E4 EF 74 E3 04 3F 1B 21 08 20 18 21 .A.d&3itd.7... .!
002FFB80 80 30 00 04 FF FF FF FF 00 54 FF FF 00 02 68 B0 €0..¥¥y¥.Z¥¥v..h°
002FFBS0 30 34 30 38 31 36 FF FF 02 03 01l 02 00 00 00 00 O040816%........
002FFBAO 43 6F 70 79 72 €9 67 63 74 20 28 &3 29 20 32 30 Copyright (o) 20
002FFBBO 30 3% 2D 32 30 31 36 20 [E3 739 20 09-2016
002FFBCO 4% 68 63 2E 20 41 6C &C 20 73 20 TInc. BRIl rights
O02FFBD0 72 €5 73 €5 72 76 €5 &4 00 00 00 zeserved........
002FFBE0 00 FF FD 06 00 01 00 00 00 00 00 L¥Y...... Y. . ...
002FFBF0 00 02 00 0F 00 04 00 00 40 00 00 vevvunn. g.e ....
002FFCO0 40 00 00 50 00 OB 00 00 40 00 00 @..Pu..iBevevnnn
002FFC10 40 01 00 04 00 OD 00 00 40 00 00 @....... B.......
002FFC20 40 01 00 06 00 10 00 00 40 00 00 B....... Buv'rrnn.
002FFC30 00 FF FD 0% 00 13 00 00 40 00 00 L¥¥..... [T
002FFC40 40 01 00 OR 00 18 00 00 40 00 00 @....... [T
002FFCS50 00 02 00 10 00 2E 00 00 0O 00 00 vuvvnnnnn Y. .E..
002FFC60 00 02 00 10 00 48 00 00 00 3 ) 00 00 ..... H...¥d..M..
002FFC70 40 00 00 30 00 4E 00 00 40 02 65 €E 00 4F 00 00 @..0.N..@.en.O..
002FFC80 00 FF FC 20 01 13 00 00 40 00 Q0 43 01 15 00 00 .94 ....8..C.
002FFCS0 00 FF FD 0% 02 76 00 00 40 00 OE 2E 06 92 00 00 .9¥..v..@...."
002FFCAO 40 00 3F D4 06 A7 00 00 40 00 OE A 06 AB 00 00 @.7?0.8..8..7.«
002FFCBO 40 00 40 50 06 DA 00 00 40 00 40 4E 06 DB 00 00 @.@P.U..@8.eN.U..
002FFCCO 40 02 €4 BO 07 94 00 00 00 FF FC OC 07 96 00 00 @.d°.”...%i..—..
002FFCDO 40 00 OE 00 07 C4 00 00 40 00 3F D2 0% BB 00 00 @....A..8.78.»
002FFCE0 40 00 3F EC 10 00 00 00 40 00 00 1& 12 91 00 00 @.7i....@....°'..
002FFCF0 00 FF FD 00 12 £3 00 00 00 02 00 14 14 05 00 00 .¥¥eefurenre....
ON2EEDWGO an_Nin_4An 7?9 16 14 0N N0 _nn TR R 04 TR 28 AN NN [-I - W] i = W

Offset(h): 2FFBBA Block(h): 2FFBB8-2FFBBE Length(h): 7

@Ei; Colorado State University




Cloning Process

Binary File

0 HxD - [C\Users\jeremy-daily\Dropbox (Synercon)\JHSM2019-04-20 Cummins ECU Chip Rea... — O =
2_9] File Edit Search View Analysis Tools Window Help - 8 %
2SR RERE AN || Windows (ANSI | hex =
:_9] 4-24-19 CM2350 Forensics Case.MPC
Cffset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text -
Q02FFBOO 2a 07 Eé6 70 &C EO EQ 08 *,=z.pld..c.ZpEa.
002FFELO0  1C 24 09 7% DD 83 0L 5C .,.HyYfipia.\g.\
002FFB20 €5 01 00 20 F1 00 FF FF A... f..¥yogyyvy
QO0ZFFB30 18 Z1 06 1B 31 08 oD 3C .'.P... H..f"..<
QO02FFB40 EO 02 4% 07 48 30 1C B1 a.I.H.ORE€*=.a..%
Q0ZFFBS0 80 RO 1B E4 A0 0OC 7F Cl DF € .& ..B(n.Ia.48
Q002FFBe0 0D CD E4 Og OD 3D E1 F 20 04 .iIa &..»8.4.
002FFBTO0 00 C4 OC €4 E4 EF 74 18 21 .A.dgicd.?... .!
002FFE80 80 30 00 04 FF FF FF 02 €8 BO €0..9¥VV.Z¥V..h°
0O02FFB50 30 34 30 3% 31 3¢ FF FF 02 03 01 0% 00 00 00 OO0 OQ40Ble¥V........
QOOZFFBRO 43 €F 70 72 72 &% &7 1] 63 Z0 32 30 Copyright (c) 20
002FFBBO 30 39 2D 32 30 31 36 D 6E 79 20 09-2016
QO0OZFFBCO 4% 6E 63 ZE 20 41 6&C T T4 73 Z0 Inc. All rights
QOOZFFBDO 72 €5 73 €5 72 7@ &5 20 00 00 reserved........
002FFBEO 00 FF FD 06 00 01 Q0O 02 00 G0 i,
QOZFFBFO 00 02 00 0% 00 04 00 25 00 00
002FFC00 40 00 00 50 00 OB 0O 0C 00 €O
QOZFFC10 40 01 00 04 00 0D 00 JE 00 00
Q02FFC20 40 01 00 Qg 00 10 00 11 00 00
Q02FFC30 00 FF FD 00 13 00 15 00 00
QO02FFC40 40 01 00 00 18 00 19 00 00
002FFC50 00 0z 00 00 ZE 00 0 45 00 0O
QOO0ZFFCe0 00 0z 00 00 43 00 0 4D 00 00
QO2FFCTO0 40 00 00 00 4E 00 &E 4F 00 00
QO0ZFFC80 00 FF FC 01 13 00 43 15 00 00
Q0O2FFC90 00 FF FD 02 T7e 00 2E 9z 00 00
Q02FFCAC 40 00 3F 06 AT 00 6h AB 00 0O
QOO2ZFFCBO 40 00 40 06 DR 00 00 4E DB 00 00
002FFCCO 40 02 &4 07 54 00 00 0 9¢ 00 0O
QOOZFFCDO 40 00 OE 07 C4 00 00 BB 00 0O
Q02ZFFCEC 40 00 3F 10 00 00 00 00 91 00 00
Q0ZFFCFO 00 FF FD 12 &3 00 00 00 0Z 00 14 14 05 00 0O v
AN2ERENN an_nn_an 7 1€ 14 nn_nn _nn FR_WC o4 TR 28 an_ nn
Offset(h): 2FFBBE Block(h): 2FFEB2-2FFEBE Length(h): 7

Colorado State University

Load Binary onto working ECU,;
Perform a bench download

Sensor
Simulator 2




Interpret Data from ECU after Cloning

Sudden Vehicle Speed Deceleration Report Record 1

. . . Engine Type 1SX 2010 Ecm Code CL10132.39
° After cloning the ECU, download with traditional Engine Serial Number 60811136 Software Phase 7.70.0.71
Unit Number 0000000000 Extraction Date 04-03-2019 04:37:51
benchtop methods Sudden Decel Threshold N/A ECM Run time 8227-56:32
Rate:
° Examp|e: Cummins PowerSpeC Wlth a DPA5 Connected Occurrence Date: NVA ECM Run Time at Occurrence: 2899:18:36

Air Temperature (°F) at Occurrence: 72 Occurrence Distance (mi): 109323 .4

to a Smart Sensor Simulator 2

Vehicle Speed

Record 1

Time Vehicle Engine Engine Throttle Brake Clutch Cruise Lamp
Load (% % Status Status Status Status

348 301 - - - -
-58 7 788 33.6 32.2 - - - -
-5/ 7 813 219 275 - - - -

Colorado State University




Cloning Process with the K-TAG

Select Clone ECU function and follow instructions

cﬂ fAG Programming

LU

ECU Data Main Functions Selected Protocol
Identify ECU Read backup CONTINENTAL CM2350 GENERIC CUMMINS ENGINE
Write hackup Clonable ECU.
® Micro MPCS674F (Maps) Processes

Flash Mot present

EEPRON: Hot peesent Connect the original ECU to be cloned.

Save ID Read

Write

pecial Functions
Clone ECU

Colorado State University



Cloning Example: Two Different ECUs

Engine Dataplate Report Engine Dataplate Report
Engine Type ISX 2013 Ecm Code EF10067.36 Engine Type ISB 2013 Ecm Code DT90216.08
Engine Serial Number 0 Software Phase 9.40.13.61 Engine Serial Number 73993334 Software Phase 21.60.71.2
Unit Number 0000000000 Extraction Date 07-03-2018 12:37:22 Unit Number R RRX Extraction Date 07-03-2018 12:14:56

ECM Information

ECM Information

Module Name CM2350 CM2350
Ecm Code EF10067.36 DT90216.08
Software Phase 9.40.13.61 21.60.71.2
ECM Serial Number 3032682 6069868
ECM Part Number 5290170 oo 4358814
Engine Information Engine Information
Engine Model 15X 2013 Engine Model ISB 2013
Engine Build Date 010185 Engine Build Date 110516
Engine Serial Number 0 Engine Serial Number 73993334
Do Option 1874 Do Option 94370
SC Option 12186 SC Option 92050
ehicle Information T ehicle Information T~
Vehicle Identification Number (VIN) THSDJAPR7EH784086 Vehicle ldentification Number (VIN) 2NKHHM7X3HM 156651
Vehicle or Equipment Year 2014 Vehicle or Equipment Year R
OEM Vehicle Equipment Model ARk OEM Vehicle Equipment Model r3eq
Customer Name CustomerName** Customer Name CustomerName**
Customer Location HERRRER KRR Customer Location FERRRRR RS
Vehicle Unit Number 0000000000 Vehicle Unit Number s

ECM dataplate of the two ECMs before cloning

Colorado State University



Cloning Results: Ais now B

Engine Dataplate Report Engine Dataplate Report
Engine Type ISB 2013 Ecm Code DT90216.08 Engine Type ISB 2013 Ecm Code DTS0216.08
Engine Serial Nu 21.60.71.2 Engine Serial Number 73993334 Software Phase 21.60.71.2
Unit Number 07-03-2018 03:51:29 Unit Number R Extraction Date 07-03-2018 12:14:56

ECM Information

Module Name CM2350 CM2350
Ecm Code DT90216.08 DT90216.08
Software Phase 21.60.71.2 21.80.712
ECM Serial Number 3032682 6069868
ECM Part Number 5290170 4358814

Engine Information

Engine Information

Engine Model ISB 2013 Engine Model ISB 2013
Engine Build Date 110516 Engine Build Date 110516
Engine Serial Number 73993334 Engine Serial Number 73993334
Do Option 94370 Do Option 94370

SC Option 92050 SC Option 92050

Vehicle Information ehicle Information P
Vehicle Identification Number (VIN) 2NKHHM7X3HM 156651 Vehicle Identification Number (VIN) 2NKHHM7X3HM156651
Vehicle or Equipment Year ek Vehicle or Equipment Year Fel o o

OEM Vehicle Equipment Model T300 OEM Vehicle Equipment Model roan

Customer Name CustomerName** Customer Name CustomerMame**
Customer Location kA A Customer Location Rk Rk

Vehicle Unit Number Vehicle Unit Number

ECM dataplate of the two ECMs after cloning

Colorado State University



Data Analysis

What if cloning doesn’t work (or you don'’t
want to spend the money on another ECU)?
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Data Analysis: Human Readable Text

Some meaningful strings are present indicating that the data is not encrypted

oy 48 UU s AR R ! o | H..&
0 00 00 00 48 00 ....H....... H....... H....... H.wveuw-.- H.
4 82 00 00 00 OO ...... Heveeeno 7 - H.'o'veuo.
8 00 04 B2 00 00 H....... H....... H....... H....... H.....
d 00 48 00 04 B2 ..H....... = 7 R He'wveun. H...
0 00 28 DO 0O OO0 ....H....... 1= = H.(O..(D..
0 01 0% 02 2E 00 ..121802.... ....... VVVep . ....... -
7 05 07 02 40 00 ...A.. ... ..99¥Vee-cn... B....... B....... 2.
3 20 4% 6E €3 2E ...... @... .Cummins Inc...Cummins Inc.
5 172 &5 64 20 77 Engine Control Module..Self-powered w
E 20 €66 6F 72 20 ith one Interface.Bulk connection for

8 C6 97 A3 80 E6 applications..¥y.!y8]..!...,<A.i8E.f.=
A 14 2Cc 05 00 02 ...F..|.PP,...0.. B VpH...B .pl=*.,...
8 EO 00 ¢4 48 00 (.. .3. .8..... > r-.-08.. 8a.dH.
0 14 3p 80 00 01 .<,...0@.. Ba.tH...83a.u,...6...H...=...
S 41 00 OB 39 4A 9..Plc..|lZ.=..%£%1...... 8. ..1...A. 5J
0 02 9% BA 00 00O ...A. ..... i...a. %k...a. .A. 9.......
c 08 03 e 38 21 .!. .&...a...f..%@...C..H..}...;|..18!
7 neA N Nt N 1A fFuT 1 ez | 1 | 1 | |
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Data Analysis: Binary File

. Flash chip data should carry Sudden Deceleration
information (vehicle speed, engine RPM, etc.)

. The file is 3 MB so how can we locate the Sudden
Decel?

Colorado State University

000001FF70 FF FF

Q00001FFBO0 FF FF
QO0O00D1FFS0 FF FF
QOO001FFRD FF FF
QOO00Q01FFBED FF FF
Q00001FFCO FF FF
QO0O001FFDD FF FF
QOO001FFED FF FF
Q00001FFF0O FF FF
Q000020000 5S4 21
@

-

Q000020010 3F EO
P enaa [-<...8.0.
QooO0020020 TC E6
|.;x=...9=0.}|Cx
QoOo0Q0Z20030 2D 20
M A waB..
QooQOoZ0o040 29 8O
..... e e T
Q000020050 BO 87
PR < A= 1 ja
Qoo0020080 BO B8
= ...0.r. ..
QOO0Q0Z0070 TD 44
DEPH. .=..... 0.
QooQOoZ00BD 2C EO
< e bh.E..} 0.

oooo0020050 3C 20D
<...8.2X.e...&..
0000020020 TC 6B
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Data Analysis

Time Engine Engine Throttle Brake Clutch Cruise Lamp

(Seconds Speed (mph) Speed Load (%) (%) Status Status Status Status

) (rpm)
-59 150 0 0.0 0.0 - . - On
-58 150 0 0.0 0.0 - . - On
57 150 0 0.0 0.0 - - - On
One approach: -56 150 0 0.0 0.0 - . - On
55 150 0 0.0 0.0 - . - On
: -54 150 0 0.0 0.0 - - - On
. Observe that vehicle speed =3 150 0 0.0 0.0 ] ] ] on
for Record 1 in this ECM -52 150 0 0.0 0.0 - - - On
_ 51 150 0 0.0 0.0 - - - On
has 150 mph for the first -50 150 0 0.0 0.0 - . - On
-49 150 0 0.0 0.0 - - - On
60s. 48 150 0 0.0 0.0 i i . On
-47 150 0 0.0 0.0 - . - On
. There should be repeated -46 150 0 0.0 0.0 - - - On
. . -45 150 0 0.0 0.0 - - - On
data in the binary. -44 150 0 0.0 0.0 - - - On
-43 150 0 0.0 0.0 - . - On
-42 150 0 0.0 0.0 - - - On
-41 150 0 0.0 0.0 - . - On
-40 150 0 0.0 0.0 - . - On
-39 150 0 0.0 0.0 - - - On
-38 150 0 0.0 0.0 - . - On
-37 150 0 0.0 0.0 - - - On

Colorado State University




Data Analysis

Converting the actual vehicle speed from the report to raw data format using SAE J1939-71

SPN 84 Wheel-Based Vehicle Speed

Speed of the vehicle as calculated from wheel or tailshaft speed.

Data Length: 2 bytes

Resolution: 1/256 km/h per bit, 0 offset

Data Range: 0 to 250.996 km/h Operational Range: same as data range
Type: Measured

Supporting Information:

PGN reference: 65265

Colorado State University



Data Analysis Approach

. Convert 150 mph to km/h: 241.4 km/h
. Convert 241.4 km/h to bit:

241.4 km/h x 256 bit/km/h = 64798
. Convert 64798 to Hex: F1 66

. Look for repeating F1 66 pattern in the report

Colorado State University




NO PATTERN! WHAT NOW?!

92



Data Analysis

« Convert 150 mph to data format without converting to km/h
« Convert 150.000 to hex:

150 * 256 = 38,400
» Convert 38,400 to Hex: 96 00

Colorado State University



Data Analysis

We got something!

00 01 02 03 04 05 0Oe 07 08 0% OA OB OC OD OE OF

Ox0FB1DO OO0 OO OO 0O OO OO OO OO OC 31 00 OO0 OO OO OD DO ... ..... i ~
0xOFB1EO 00 00 00 73 00 02 1E FA 15 9B 65 B8A 12 F6 01 D2 ...s.. Q..... 0.0
0x0FB1F0 79 DC 00 00 S¢ 00 OO0 00 OO OO0 00 OO0 00 00 00 01 WU. ..o ononnn.
Ox0FBZ00 00 00 5S¢ 00 00 OO OO0 OO0 OO OO0 OO OO0 0D 01 00 00 ..o in i nenennn
Ox0FBZ210 96 00 00 00 OO0 OO OO0 00 00 OO0 00 01 00 00 %6 0D ....venennnnnaans
Ox0FBZ220 00 00 OO0 00 OO0 OO OO0 OO0 OO O1 OO0 00 S6 00 OO0 0D ... v in i ieneunn
Ox0FBZ230 00 00 OO0 00 OO0 OO OO0 O1 OO0 00 56 00 0D 0O 00 0D ... .vininimaeunn
O0x0FBZ240 00 00 OO0 00 OO0 O1 OO OD 5e 00 OO0 OO0 OD OO0 OO0 0D ... v irimae e
Ox0FBZ50 00 00 00D 01 OO0 OO Se 00 OO0 OO0 OO OO0 OO0 OO 00 00 ... . inemoeunnnn
O0x0FBZ2e0 00 01 00 00 Se OO0 OO0 OO OO OO OO OO0 OD OO OO0 D1 ... v en i ienennn
Ox0FBZ270 00 00 5S¢ 00 OO0 OO OO OO OO OO OO OO0 OD 01 00 00 ..o in i nenennn
Ox0FBZ280 96 00 00 00 OO0 OO OO0 00 OO0 OO0 00 01 00 00 %6 0D ....venennnnnnans
Ox0FBZ2S0 00 00 OO0 00 OO0 OO OO0 OO0 OO O1 OO0 00 S6 00 OO0 0D ... v ininieneunn
Ox0FBZA0 00 00 OO0 00 OO0 OO OO0 O1 OO0 OO0 56 00 0D 0O 00 0D ... v ininimaennn
Ox0FBZEO 00 00 OO0 00 OO0 01 OO0 OO0 56 00 00 OO0 OO0 00 00 00 ... vinimeenennn
Ox0FBZC0O 00 00 OO0 01 OO0 OO Se 00 OO0 OO0 OO OO0 00D 0O 00 00 . ... imemoennnnn
O0x0FBZD0O 00 01 00 00 Se OO0 OO0 OO OO OO OO OO0 OD OO OO0 D1 ... v in i ienennn
Ox0FBZEQD 00 00 5S¢ 00 00 OO OO OO0 OO OO OO OO0 OO0 01 00 00 ..o in i nenennn
Ox0FBZF0 96 00 00 00 OO0 OO OO0 00 OO0 00 00 01 00 00 %6 0D ....verennnnnans
Ox0FB300 00 00O OO0 OO0 OO0 OO OO0 0D OO O1 OO0 OO0 Se 00 OO0 0D ... vininieneunn
Ox0FBE310° 00 00 OO0 0000 OO 00 0% 00 00 56 00 00 0O 00 00 ... ininimunenn. ¥

Colorado State University




Data Analysis

. But is it the vehicle speed log?

. Tracing the speed along to compare with the report. The 2-byte is 12 bytes apart. Find the first
change in the speed, 58 8A

0x0FB4C0 00 00 00 00 OO0 00 00 00 00 01 00 00 96 00 00 00 ......civeneunnn.
0x0FB4D0 00 00 00 00 OO0 00 00 01 00 00 96 00 00 00 00 00 .......civieuennn.
0x0FB4E0 00 00 00 00 OO0 01 00 00 96 00 00 00 00 00 00 00 ......civeeunnn.
0x0FB4F0 00 00 00 01 00 00 96 00 00 00 00 00 00 00 00 00 ......cuevueennnn.
0x0FB500 00 01 00 00 96 00 00 00 00 00 00 00 00 00 00 01 ....cuovuivnenenunnn.
0x0FB510 00 00 96 00 00 00 00 00 00 00 00 00 00 01 00 00 .....cnvuivennnnn.
0x0FB520 %6 00 00 00 OO0 00 OO0 00 00 00 00 01 00 00 96 00 ..o irnnnnnnn
0x0FBE530 00 00 00 00 /00 OO OO0 00 00 O1 00 OO(58 BA|00 00 ............ i . .
0x0FB540 00 00 00 0O OO0 00 OO0 01 OO0 0O 06 58 00 00 00 Q0 ........... )R
0x0FB550 00 00 00 0O OO 01 OO0 00 OO0 74 00 00 OO0 00 00 QO ......... Eovunnn
0x0FB560 00 00 00 01 OO0 00O OO0 08 00 00 00 00 00 00 00 00 ......civuenennnn.
0x0FB570 00 01 00 00 OO0 01 00 0O 00 00 00 00 00 00 00 01 .....c.vuivuinennnn.

Colorado State University




Data Analysis: Confirmation

« Convert 58 8A to actual vehicle speed number:
« 58 8Ato Decimal: 22,666
« Convert 22,666 to actual number:

22,666 / 256 = 88.54 mph ~ 89 mph

Colorado State University



Record 1

Time Vehicle Engine Engine Throttle Brake Clutch Cruise Lamp
(Seconds Speed (mph) Speed Load (%) (%) Status Status Status Status
(rpm)
-16 150 0 0.0 0.0 - : - On
-15 150 0 0.0 0.0 - : - On
-14 150 0 0.0 0.0 - : - On
-13 150 0 0.0 0.0 - : - On
-12 150 0 0.0 0.0 - : - On
-11 150 0 0.0 0.0 - : - On
-10 150 0 0.0 0.0 - : - On
-9 150 0 0.0 0.0 - : - On
-8 150 0 0.0 0.0 - : - On
-7 150 0 0.0 0.0 - : - On
-6 150 0 0.0 0.0 - - - On
-5 150 0 0.0 0.0 - : - On
-4 150 0 0.0 0.0 - - - On
-3 150 0 0.0 0.0 - : - On
-2 150 0 0.0 0.0 - - - On
-1 150 0 0.0 0.0 - : - On
0 150 0 0.0 0.0 - - - On
1 89 0 0.0 0.0 - - - On
2 6 0 0.0 0.0 - - - On

Colorado State University




Data Analysis

. What about engine RPM, load, throttle, etc.?

. The 14-byte block in Record 2 data, this has more than just 150 mph

o0 01 02 03 04 05 0e 07 08 0% OA OB 0OC OD OQOE OF

O=xO0FESSOE 00 00 00 02 14 F8 12 ED 00 0O OO0 OO QO 0O OO OO0 ..... = R TR ~
ox0FESE0 00 03 01 81 12 7C 00 OO OO 0O OO0 OO0 0O 00 00O 02 ..... | e e e e
UxO0FESYO 00 1B 12 BF 00 05 00 OO0 00 00 OO0 00 00 02 00 02 ...:2. cecoenncan
0x0FBS80 11 3E 00 21 08 C4 00 00 00 0O 00 02 00 OO0 11 42 .>.!'.A......... B
O0x0FBSS0 00 2C 2% 03 00 00 00 0O OO0 02 00 5C /11 E7 00 3E .} e enenn.. N.g. >
OxO0FBESAQ 42 8E 00 00 0O OO OO0 02 02 7D 19 38 00 76 10 BF B........ Y.8.v..
OxO0FESBG. 00 OO0 00 OO0 0O 00 03 AB 15 37 00 3E 0O 00 OO OO0 ....... K. T.200n.
O=zO0FESCO 00 00 00 00 04 OAa 17 82 00 =4 20 B> 00 00 OO OO0 ..... R ¢
0x0FB9D0 00 00 04 C1 21 E3 00 A4 1F 7B 00 00 00 00 00 02 ...Ala.= {......
0x0FBSEQ 05 %6 1a 5c 00 00 00 00 00 OO 00 OO0 OO0 D2 05 EB8 ... N........... &
OxO0FBESFO- 124 40 00 81 OE 5D 00 OO OO 0O OO0 OO Qe 72 21 77 .@.......0.... rlw
OxO0FBAOOE 00 Be Ze& 8D 00 00 OO0 DD|DD 00 07 BE 2& 598 00 99| B~ P H4E. ..
0x0FBA10 |17 84 00 00 00 00|00 00 08 75 28 36 00 20 00 00 [ ......[... ule.
Ux0FBAZ0F 00 00 00 OO0 00 02 08 eF 1D BF 00 5B 00 0O OO OO0 ....... O Saelewn.
0x0OFBA30 00 00 1E FA 15 9B 78 6F 12 F7 01 D2 79 DC 00 00 .. 1i..xo.=.0yU..

Ux0FBEA40 S5¢ 00 00 OO 00 OO0 OO0 OO0 00 00 OO0 01 00 00 96 00 ... eniinennnnn
OxO0FBASOY 00 00 00 0000 OO0 00 00 00 01 00 0096 00 00 00 ... nen e ennnnn
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Data Analysis: Result

Byte 3&4 5&6 7 &8 9&10
Hex 07 BE 2698 00 99 17 84
Convert to Decimal 1,982 9,880 153 6020
Resolution 1/256 mph/bit  1/8 RPM/bit 1/4 %/bit 1/256 %/bit
Actual Number 7.74 mph 1,235 RPM 38.25% 23.52%
Vehicle Speed Engine bpeed Throttle Engine Load
Record 2
Time Vehicle Engine Engine Throttle Brake Clutch Cruise Lamp
(Seconds S Speed Load (%) %) Status Status Status Status
11 6 840 14.6 32.3 - On - -
12 6 1071 36.6 45.5 - - - -
12 be] 1235 23.5 38..3 - - - - 99
14 3 1287 0.0 8.0 - - - -
15 8 9502 0.0 22.8 - On - -

Colorado State University




Data Analysis: Alternative Approach

Another approach to locate sudden deceleration data in binary file:

 Log CAN traffic when downloading sudden deceleration report with
Cummins PowerSpec

« Compare the log file with binary to find the pattern.

Colorado State University



Euick Gtart GFuide

Introducing the
£ INLINE™ 7
7 Datalink Adapter
INLINE 7

Connecting Harness
Photo from

https://www.diesellaptops.com/collections/cummins/products/
cummins-inline-7-data-link-adapter

Colorado State University
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Setup

CM870

Harness

Inline 7
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NMFTA CAN Logger

National Motor Freight Traffic Association and National Science Foundation CAN Data Collection Project

Open Source at:
https://www.qgithub.com/SystemsCyber/CAN-Logqger-3/

Colorado State University



https://www.github.com/SystemsCyber/CAN-Logger-3/

Downloading Data

CAN traffic was also logged while downloading

. . . . . E? Format convert
e HxD - [C:\UsershDuy Van\OneDrive - University of Tulsa\Research'Spring 2018\ECUNCPBTONCM 870 PowerSpec Log.bin)

MNMFTA Logger 1 CAM_Logger 2 Vehicle Spy

2MMCIE B NE RN || Windows (ANSI) || hex v
Abs. Time Channel ID B0 Bl B2 B3 B4 BS BE BT
E File Edit Search View Analysis Tools Window Help 1 1479050976.000002 can0 18FEF000 FF FF FF 00 00 F3 FF FF
: _ 2 1479050976.000013 can0 18FO000F CO 70 70 FF OF FF FF FF
> : .
5] CMB71 PowerSpec Traffic Databin €] CM 870 PowerSpec Log.bin 3 1479050976.000021 can0 18EBFF0O0 01 14 FF 73 02 02 02 1B
offset(h) 00 Ol 02 03 04 05 06 07 08 0% OA OB OC OD OE OF Decoded text N 1479050876, 000029 can0  OCFOO%00 FE 7D 7D 09 00 0o EFE 7D
- 5 1479050976.000037 can0 OCFO0300 D3 FF 00 FF FF FF FF FF
00000000 Ji5 00 00 00 EO 86 28 58 38 6D 55 00 02 00 00 08 ... (XEmU. .. .. 6 1479050976 . 000045 can0 18FEF000 FF FF FF 00 00 F3 FF FF
00000010 00 FO FE 18 FF FF FF 00 00 F3 FF FF EO 86 28 53 .&b.y¥¥..o099at(X 7 1479050976 .003566 can0 OCFO0400 FE 7D 7D 00 00 00 FF 7D
00000020 43 6D 55 00 OD 00 00 02 OF 00 FO 18 CO 70 7D FF Cml....... &8}y 8 1479050976.004147 can0 OCFO0300 D3 FF 00 FF FF FF FF FF
00000030 OF FF FF FF E0 56 28 52 4B 6D 55 00 15 00 00 08  .§yyat (XEol..... g 1479050976.013454 can0 18FEF100 FF 00 00 FC FF &F 00 CF
00000040 00 FF EB 12 01 14 FF 73 02 02 02 1B E0 86 28 53 .§&...¥s....at(X 10 1479050976.023602 can0 OCFO0400 FE 7D 7D 00 00 00 FF 7D
00000050 53 6D 55 00 1D 00 00 08 00 02 FO OC FE 70 7D 00 SmU....... &.b}}. 11 1479050976.024183 can0 18FEDFOO 83 EO 2E 70 FB FF FF FF
00000060 00 00 FF 7D EO 56 28 58 5B €D 55 00 25 00 00 08 ..§kat (X[mT.%... 1z 1479050976.033428 can0 18FEF200 QO 0O Q0O Q0 B2 05 FF FF
00000070 00 03 FO OC D3 FF 00 FF FF FF FF FF EO 86 28 53 ..B&.0¥.yyvyvat (X 13 1479050976.043567 can0 OCFO0400 FE 7D 7D 00 00 00 FF 7D
Q0000080 62 D 55 00 2D 00 00 0% Q0 FO FE 18 FF FF FF 00 bmU.-....8p.¥¥y. 14 1479050976.044130 can0 18ECFFOF 20 13 00 03 FF El1 FE 00
000000%0 00 F3 FF FF EO 86 28 58 24 7B 55 00 EE 0D 00 0% .o¥vat(X§{U.i... iz ijg:ggg:;:-gzgggz Cﬂng gggggzgg g: zi gg gg gg gg ii zi
000000ARD 00 04 FO OC FE 70 7D 00 00 00 FF 7D EO 86 28 58 ..8.b}}...¥1at(X . g can
000000BO €% 7D 55 00 33 10 00 OF 00 O3 FO OC D3 FF 00 FF  il}U.3..... 5.07.7 17 1479050976.064174 can0 18FO0100 FF FF FF CF FF FF FF FF
- - k=3 k=3
000000C0 FF FF FF FF E0 86 28 58 C4 A1 55 00 8E 34 00 08 yyyvat (XA;U.Z4.. 18 1479050976.083568  can0 OCFO0200 FE 7D 7D 00 00 99 FF 7D
000000D0 00 F1 FE 18 FF 00 00 FC FF 6F 00 CF EO 26 28 58 .fp.¥..ayo.Iat(X ;Z i:;:ggg:;:'gzzgzi cang i:gﬁgggg EE zz zi g; gg i; ig ii
000000EO0 67 CS 55 00 32 5C 00 02 00 04 FO OC FE 70 7D 00 gEU.2\....&.b}}. oL Lavonsoare. Dassaa Cang Lozsrror 01 03 01 o 25 to Ao an
000000F0 00 00 FF 7D EO 86 28 52 AC CB 55 00 77 5E 00 083 ..9lat (X-EU.w~.. - La79050970 10900 z:zo O
. o am o - e om to oAb A 1asies .
gggggjig Eg EE EE = ;i = ég o EE £E gz FE Eg -© o o E%E Fa.juyyyat (X 23 14759050976.104145 can0 OCFO0300 D3 FF 00 FF FF FF FF FF
F 1] g2 18 s o ] L)
S00o0126 B3 oo IR Fr Bo ce 2 fo 5 10 se oo 2 Am 00 s :luj\;'i'ﬂﬁ';;" 24 1479050976.113452 can0 18FEF100 FF 00 00 FC FF 6&F 00 CF
< . - choes es -/ ot e o f.V¥at(Xe.V./%.. 25 1479050976.123565 can0 OCFO0400 FE 70 70 00 00 00 FF 7D
00000130 00 0% FO OC FE 7D 7D 0O 00 00 FF 7D EO 26 28 53 ..8.bii...¥hav(X 26 1479050976.133426  can0 18FEF200 00 00 00 00 B2 05 FF FF
00000140 97 1% 56 00 62 AC 00 02 OF FF EC 13 20 13 00 03 —.V.ba...Pi. ... o7 1479050576 . 143565 can0  OCFO0400 FE 7D 9D 00 00 0o FE 9D
| | Cii = E= ] Iy O v Na TS = R -
00000150 FF EL FE 00 EO S€ 28 53 FS 3D 56 00 BF DO 00 03 yap.at (Xo=V.:D.. g 1479050976.153437 can0 OCFO0300 D3 FF 00 FF FF FF FF FF
00000160 00 03 FO OC D3 FF 00 FF FF FF FF FF EO 86 28 58 ..3.0V.¥yy¥yat(X 29 1479050976.159573 can0 18EBFFOF 02 20 E0O 2E 20 20 35 20
Q0000170 98 &5 56 00 €3 F2 00 08 Q0 O4 FQO OC FE 7D 7D 0O "eV.ce....8.b}}. 30 1479050576, 163585 can0 OCFOO400 FE TD0 D 00 QO 00 FF 7D
el tatata R RaTal - m TRTR TTTL WS Mo raoTe -y - M TR T EaTal ala) fny ia srf lxr 0.4
CAN traffic logged in raw format CAN traffic logged in readable format

@Eﬁ;(kﬂomxh)Sbﬁelhﬁvenﬁty



CAN Data Logging Results

There is pattern for the Sudden Deceleration records

foEEtl:h]- OO0 01 02 02 04 05 06 07 0B 09 OA OB 1479051111.596713% canQd 13EBFFOO ©8 04 AF 00 03 03 &C 00

1479051111.976171 can0 18EBFRAOO 01 _45 12 AC Q0 00 04 28

QOOF31BC 0Q OO Q0 Q0 Q0 Q0 Q0 00 00 00 00 00 1479051111.986092 can0 18EBFAQD 02| 1E Fa 15 9B 85 8a 12
QOO0OF31CE 00 OO0 Q0 00 Q0 OO0 Q0 OO0 Q0 OO0 Q0 OO 1478051111 .583g0%95 cand 18EBFAC0O O3 |\ Fe 01 D2 78 DC Q0 Q0
OOOF31DE4 00 00 00 00 OC 31 00 00 00 00 oo oo L479051112.006143 can0 18EBFROO 04| %6 00 00O OO0 00 0O OO
GO0F31ED - = e 1479051112 .016150 can0 18EBFROO 05| 00 00 OO 0O 01 OO OO
= = 1479051112.026145 can0 18EBFRAOO 06| 96 00 00 00O 00 0O 0O

OO0F31EC 01 T4 0d So 00 14798051112.026713 can0 18EBFFO0 09| 04 01 €6 00 04 01 94
O00F31F8 Qo0 Qo0 a0 00 og 1479051112.036134 can0 18EBFROO 07|00 00 0O 0O 01 0O OO
Q0O0F3204 T an an an ac 1479051112 .046148 can0 18EBFROO 08| %96 00 00 00 00 0O 0O
0 N o N i 1479051112.056151 can0 18EBFAOO 09| 00 00 00O 0O 01 0O QO

QOOF3210 ut Ut Jt Ut Ut 1479051112.066164 can0 18EBFACO OA| 9 00 0O 00 0O OO0 OO0
QO0OF321C S 00 0Q 0Q Qg 1479051112.076132 can0 18EBFAOO OB| OO 00 00 00 01 0O 0O
QO00F322R 00 06 aaq Qo ao 1479051112 .086140 can0 18EBFAOO OC| %6 00 OO0 OO0 00 0O OO0
000F3234 an 0o aE an an 1479051112 .086713 can0 18EBFFO0 o0oa| 04 03 01 B9 04 04 03
N N ~ _ - 1479051112 .096128 can0 18EBFACOO 0OD| 00O 00 OO0 0O 01 0O OO

Q00F3240 L i i 96 i 1479051112.106137 can0 1S8EBFAO0 OE | 96 00 00 00 00 00 00
QOQOF324C 00 00 00 agQ S& 1479051112.116171 can0 1S8EBFAQD OF| 00 00 0O Q0 01 0O QO

Raw binary data from KTAG extraction Logged CAN traffic data, filtered for J1939 Transport Protocol messages

Colorado State University



Interpreter Python Source Code Snippet

Attribution Data

open(filename, 'rb") binfile:
raw data = binfile.read()

&

ECM run_timel - struct.unpack(”>L",raw data[recordl:recordl:4])[0]/4
Occurrence distancel - struct.unpack(">L",raw data[recordl:20:recordl+24])[0]/ 2¢
Templ = (((((struct.unpack(">L",raw data[recordl+18:record1+22])[0]) & OxFFFFo00@

&

ECM run_time2 - struct.unpack(”>L",raw data[record2:record2:4])[0]/4
Occurrence distance2 - struct.unpack(">L",raw data[record2:20:record2:24])[9]
Temp2 = (((((struct.unpack(">L",raw data[record2+18:record2+22])[0]) & OxFFFFo00@

ECM_run_time3 struct.unpack(”>L",raw_data[record3:record3+4])[0]/4
Occurrence_distance3 struct.unpack(">L",raw_data[record3:20:record3+24])[0]
Temp3 = (((((struct.unpack(">L",raw data[record3+18:record3+22])[0]) & OxFFFFo00@

Colorado State University



Attribution Result

Colorado State University

Record
Record

Record

Record
Record

Record

Record
Record

Record

ECM
ECM
ECM

ECM
ECM
ECM

ECM
ECM
ECM

occurrence

occurrence

occurrence

occurrence

occurrence

occurrence

occurrence

occurrence

occurrence

run time (s): 10437516.0
distance (mile): 109323.35838478456
air temperature (F): 71.9234375

run time (s): 29454947.0
distance (mile): 250785.41069112733
air temperature (F): 55.3015625

run time (s): 6186154.0
distance (mile): 66872.23371516104
air temperature (F): 117.359375



Python Code for Sudden Decel Records

i range(int((record size header size) /block size)):
speedl - ((struct.unpack(">L",raw data[recordl+24+i“block size : recordl+28+i*block size])[9]
rpml ((struct.unpack(">L",raw _data[recordl+28+i“block size : recordl:32+i*block size])[@])

speed?2 = ((struct.unpack(">L",raw data[record2:24:+i*block size : record2:28+i*block size])[9])
rpm2 = ((struct.unpack(">L",raw data[record2+28+i*block size : record2:32+i*block size])[@])

speed3 - ((struct.unpack(">L",raw_data[record3+24+i“block size :
rpm3 ((struct.unpack(">L",raw data[record3+28+i*block size :

time 59+3

Colorado State University



Graphical Result From Binary Interpretation

¢ Figure
Vehicle Speed VS Time
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Sudden Vehicle Speed Deceleration Report Record 1

@ Engine Type ISX 2010 Ecm Code CL10132.39
Engine Serial Number 60811136 Software Phase 7.70.0.71
Unit Number 0000000000 Extraction Date 01-08-2019 12:57:37
Sudden Decel Threshold 9.01 mph/s ECM Run time 8184:37:40
Rate:

Occurrence Date: N\A ECM Run Time at Occurrence: 2899:18:36
Air Temperature (°F) at Occurrence: 72 Occurrence Distance (mi): 109323.4

Vehicle Speed
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o u
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19400
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Data Analysis: Missing Data

. Reverse Engineered only 8 bytes in the 14 byte block.
—  What do other bytes mean?

—  Which one is the brake status, clutch status, etc.?

Record 2

Time Vehicle Engine Engine Throttle Brake Clutch Cruise Lamp
(Seconds Speed (mph Speed Load (%) (%) Status Status Status Status

11 6 840 14.6 32.3 - On . \
12 6 1071 38.6 45.5 - - -

13 8 1235 23.9 38.3 - - - d
14 8 1287 0.0 8.0 - - y -
15 8 952 0.0 22.8 - On -

Colorado State University
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Man In The Middle Attack

Man In The Middle (MITM) attack for reverse engineering
= Sudden deceleration

data sent from the ECM
will be modified by the

MITM device to observe ¥ oim@  Diagnostic side
how the it changes the “
record ,

ECM side

MITM device

Colorado State University




Machine-In-the-Middle (MITM) Attack

Sudden Vehicle Speed Deceleration Report Record 1

Engine Type ISX 2010 Ecm Code CL10132.39

Engine Serial Number 60811136 Software Phase 7.70.0.71

Unit Number 0000000000 Extraction Date 04-03-2019 04:37:51
Sudden Decel Threshold N/A ECM Run time 8227:56:32

Rate:

Occurrence Date: NVA ECM Run Time at Occurrence: 2899:18:36

Air Temperature (°F) at Occurrence: 72 Occurrence Distance (mi): 109323 4

Vehicle Speed

Sudden Vehicle Speed Deceleration Report Record 1

Engine Type 15X 2010 Ecm Code CL10132.39

Engine Serial Number 60811136 Software Phase 770071

Unit Number 0000000000 Extraction Date 04-03-2019 02:08:09
Sudden Decel Threshold N/A ECM Run time 82252734

Rate:

Occurrence Date: N\VA ECM Run Time at Occurrence: 2899:18:36

Air Temperature (°F) at Occurrence: 72 Occurrence Distance (mi): 109323 4

Wehicle Speed

Engine

Speed
-59 8 683 348 301 - - - -
-58 7 788 336 322 - - - -
-57 7 813 219 275 - - - -

Genuine Data

Colorado State University

Record 1
Time Vehicle Engine Engine Throttle Brake Clutch Cruise Lamp
Load (%
-59 40 683 3438 301 - - - -
-58 7 788 336 322 - - - -
-57 7 813 218 275 - - - -

Attack Data



Brake, Clut

Colorado State University

ch, Cruise Results

a Figure 7 — 0 F — @ F -
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Data Manipulation

Forensic Soundness and Protecting Against
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Editing Data in Hex

B HxD - [ChUserstdailyadmint Onelrive - University of Tulsa\ResearchSurmmer 201%Florida Triphback up - attaccked MPC]
i) File Edit Search View Analysis Tools Window Help
M IE B NERMEERE v/ | Windows (ANSI) v|| hex v
& back up - attaccked MPC

Offset(h) 00 01 02 03 04 05 0Oe 07 08 09 OA OB 0OC OD OE OF Decoded text

00009510 [00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |Jewuweweuweunn...
00009520 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueuseuwenennnnn.
00009530 1B EB 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +8.ueeueeuennnn..

00009540 00 FF FF FF 02 7D OE 30 FF FF FF FF 01 0060.01 .YY¥.}.0999¥....

00009550 01 O1 01 00 01 01 OB 17 01 57 A1 74 00 00 13 77 «ceeeeenn. Wit...w
00009560 00 00 15 58 00 00 1E 15 22 C4 00 00 00 6O 13 B3 ...X...."A..... )
00009570 00 00 18 9F 00 00 20 35 21 98 00 00 00 DO 13 2A ...Y.. 5!"..... *
00009580 00 00 19 69 00 00 1B 76 15 EO 00 00 00 00 13 FB3 .ceileeeVedeooa. @
00009590 00 00 19 96 00 OO0 16 OD OA 8C 00 00 00 CO 02 F6 ...—u.... E..... S
000095A0 00 00 18 E5 00 00 OF B9 00 00 00 00 00 OONO2/F9 ...d...t....... u
000095BO 00 OO 18 B9 00 00 1D EC 1A 90 00 00 00 00 03 37 ... teiidieeeen.. I
000095Cc0 00 0O 1D B7 00 OO 2C /D 30 0C 00 00 OO0 0O 03 DE ... e.,30...... b
000095D0 00 00 23 A9 00 00 33 0C 27 10 00 00 00 00 04 B2 ..#0..3."...... 2
000095E0 00 00 2B 85 00 00 3F 23 30 70 00 00 00 00 05 9E ..+....2#0p..... Z
000095F0 00 00 33 76 00 00 40 94 2B 5C 00 00 00 00 06 04 ..3v..@"+\......
00009600 00 00 2F 02 00 00 00 8E 00 00 00 00 00 00 05 EE  vu/ueeelivwwnnn. 1
00009610 00 OO 25 8D 00 01 13 EFB 00 0O 00 OO OO 0O 06 4C ..%....0....... L

Colorado State University




Manipulating Speed Records

Original Authentic Record Manipulated Record

# Figure — [m] > - O by
Vehicle Speed VS Time (Record 1) Vehicle Speed VS Time (Record 1)

40

30
—_ — 30
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E E
= =
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@ @
@ @
2 o
= =
2 2

10 -

0 5}
— - - - —20 - — - - - -20 -
Time (s) Time (s)
# €[] +al=| #l €[] +al=| ey
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Forensic Soundness

Meaning is a term that denotes confidence in the interpretation of extracted evidence data.
Error Detection denotes processes for detecting or predicting errors in the forensic process.
Transparency means the forensic process is documented, known, and verifiable.

Expertise is required for investigators examining digital data.

vV V. Y V VY

Tampering detection involves processes to evaluate if this has occurred.

Colorado State University



Forensic Soundness: Applied

Tamper Detection

Digitally sign the file with a secure hash algorithm

Goal: Verify mathematically the data has not been changed from its original form.

Calculated hash values match each time file is used

Challenge: How to compute the original hash?

Colorado State University



Cryptographic Hashing

« Secure Hash Algorithm (SHA-256)

— Calculates a unique 256-bit number based on file contents
— File contents cannot be determined from the hash

— Unique for each file (i.e. little chance of a “collision”)

* Windows right click utilities:

— https://www.nirsoft.net/utils/hash_my_files.html

— https://www.tenforums.com/tutorials/78681-add-file-hash-context-menu-
windows-8-10-a.html

Colorado State University


https://www.nirsoft.net/utils/hash_my_files.html
https://www.tenforums.com/tutorials/78681-add-file-hash-context-menu-windows-8-10-a.html

Calculate Hash with Hex Editor Utility

%0 HxD - [C:\Users\jeremy-daily\Dropbox (Synercon)WHSN2019-04-20 Cummins ECU Chip Read'4-24-139 CM2350 Forensics Case.MPC] - [m] x
| File Edit Search View Analysic Tools Window Help _&x
. \ R R ] || Windows (ANS] [ | dec -
@ 4-24-19 CM2330 Forensics Case. MPC
~

Offset(d) 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27

N
@
N
w0

30 31 Decodsd text

00130720 FF FF FF FF FF FF FF FF FF FF
00130752 FF FF FF FF FF FF FF FF FF FF
00130784 FF FF FF FF FF FF FF FF FF FF
001308leé FF FF FF FF FF FF FF FF FF FF

& FF FF FF FF FF FF FF FF FF FF
0 FF FF FF FF FF FF FF FF FF FF
00130912 FF FF FF FF FF FF FF FF FF FF
00130944 FF FF FF FF FF FF FF FF FF FF
00130976 FF FF FF FF FF FF FF FF FF FF
00131008 FF FF FF FF FF FF FF FF FF FF

FF FF FEF FE  YYOUYVyveevyyyyvvyvyvvvyyvivey
FF EF FF FF  G0eiieiie i i i e i i i e e

FF

VYUYV IIEIYEIYY
B R R Y

VYUYV IRV IVIIIYY

R S N )
B S

YYVVEVYIIVIIYIVIVIIIEY. .. AZDRT

00131040 FF FF FF FF FF FF FF FF FF FF FF 0

00131072 00 SA FF Qo 34 oo SZ§Y..h°040816%F. .

00131104 74 20 28 29 35 73 t (c) 2009-2016 Cummi

00131136 20 €3 €5 oo

001311 [sls) oo 02 oo

00131200 40 oo 00

00131232 40 oo oo

00131264 40 oo 00

00131296 00 oo 00

00131328 40 o1 oo

00131360 40 00 06 00 00

00131392 00 FF 07 oo

00131424 40 00 12 51 0 oo

00131456 00 FF 1A 36 00 00 00 v
& | Checksum  Search (0 hits)
E
& | |C\Users\jeremy-daily\Dropbos (Synercan)JHSN\2013-04-20 Cummins ECU Chip Readhd-24-19 CM2350 Forensic- Cose.MPC v Refresh

Algorithm Checksum U 1ge
SHA-236 B7DFCCB1C61CYEBDAEB46F327CEE77428DBDDISCEFEFAFAE1265AFDEDBTECIZT2

Offset(d): 131224 Overwite

Users'jeremy-daily\Dropbox (Synercon)'JH5MN\2019-04-20 Cummins ECU Chip Read'4-24-19 CM2330 Forens

Algorithm Checksum
SHA-236 B/DFCCB1CET1COEEDAEBAGF327CEE7/42DBD DS CEFEFAFAET 265AF0EDBTECSET2

131254

' Colorado State University




Python Source Code:
Do the hashes match?

E Chlsershjeremy-daily Dropbox (Synercon)'JH3N2019-04-20 Cummins ECU Chip Readt Cummins2330BinaryAnalysis.py - Sublime Text — | >

File Edit Selection Find View Goto Tools Project  Preferences  Help

4P Cummins2350BinaryAnalysis.py

| cryptography.hazmat.backends default backend
cryptography.hazmat.primitives hashes

open("4-24-19 CM2350 Forensics Case.MPC",'rb") file pointer:
binary file contents - file_ pointer.read()
new hash _digest = hashes.Hash(hashes.S5HA256(), backend-default backend())
new _hash_digest.update(binary file contents)
digest string "".join("{:02X}" .format(c) ; new _hash digest.finalize())
print(digest string)

open{"SHA 256.txt™,'r") sha_file:
original hash value - sha file.read()
print(original hash_value)
print(digest string original hash value)

B7DFCCB1C61C9EBDAEBAG6F327CEE7748DBDD9BCEFEFAFAE1265AFOEDB1ECI872
True
[Finished in @.3s]

L Line 1, Column 1 Tab Sizes 4 Python

l B7DFCCB1CO1COEBDAEBAGF327CEE/748DBDDOSCSFEFAFAEL1265AFOEDB1ECO872

Colorado State University



Hash Values Do Not Match

| [+ + | MNew folde
Home Share View
— v P ¥ Studentfdmin » OneDrive - University of Tulsa » Research * Surmmer 2019 » Florida Trip » Mew folder
[] Mame Status Date modified Type Size
7 Quick access
™l back up - attaccked MPC & B3/2019 3:42 PM MPC File 3,073 KB
B Desktop 4 P . o
il back up MPC @ 1/8/2019 2:21 PM MPC File 3,073 KB
* Downloads -
Iﬁ Docurments + Checksum information # | | Checksurm information >
= Pictures -
Mame: back up - attaccked.MPC Mame: back up. MPC
6-3-2019 Red CM23 Size: 3146752 bytes (3 MB) Size: 3146752 bytes (3 ME)
7o SHAZSE: SHAZ5E:
Red Cm2250 TT1FTB49544ECE4260156FF1B5832130214CDFF2AD32F4C480D3BEEEB2E FAE46ED2626C3EASFABCEG14675TFE1034E9241 28608 CO4TOEESTA90A21
Fra7an B433F
Silver CW2350
f@& OneDrive - University oK
Research
EH This PC
P 3D Objects
M Desktop

Colorado State University




Recommended Practice
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Recommended Practice

& [MG_6737.MOV Properties

Take photos or video of opening e
the ECU. Property Walue e

1 aiLw acL

Initial key
Document video creation time. spermite
File
Mame IMG_6737 MOV
ftem type MO File
Folder path C:A\Usersjeremy-daily Videos
Size 446 MB
Date created 6/3/2019 5:46 PM
Date modffied 6/372019 9:05 AM
{Atributes A
Awailability
Offline status
Shared with
Cwner UTULSANeremy-daily
Computer S2080LT2 fthis PC)

Remove Properies and Personal Information

Cancel Aoply

Colorado State University



mage the ECU
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ash the data after Extraction

“d Té‘\G Programming

Share View

Home

i » StudentAdmin * OneDrive - University of Tulsa » Research * Summer 2019 » Florida Trip » 6-3-2019 Red CM2350

L] Mame Status Date modified Type Size
# Quick access
B Deskt » D red CM2330 6-3-2019 &) B/3/20199:10 AM File 1,801 KB
eskto
P [ red CM2350 6-3-2019.MPC &) 6/3/2019 3:10 AM MPC File 4128 KB
* Downloads &
Documents - Checksum information e
[&] Pictures F
Florida Tri Mame: red CM2350 6-3-2019.MPC
orida g Size: 4227072 bytes (4 ME
Red Cma230 SHAZSE:
Red CM23250 7E3357DAASBOA438EAD242FBDT4ADCO462FOCFORD0%1 DEEITADSA223C
0835324
Silver CM2350
@ Onelrive - University
Research
A This PC

Colorado State University



Recommended Practice

Immediately after imaging the chip memory:

— Calculate the SHA-256 and save it as a text file.

[] Mame Status Date modified Type Size
D red CM2350 6-3-2019 @ 6/3/2019 9:10 AM File 1,801 KB
B red CM2350 6-3-2019.MPC @ 6/3/2019 910 AM MPC File 4128 KB
” D 5M 21033060 SHA 256.0d & 6/3/2019 918 AM Text Document 1KB

-

) SN 21033060 SHA 256.txt - Notepad — O X

L
-

File Edit Format Wiew Help

’7b835?d835b93438&ad 242fbd74adc9462focfo8d091dee97ad5a223¢c0635324

=]

Colorado State University
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Recommended Practice

Extraction Data from CM2350 S/N 21033060

Daily, Jeremy

 Extraction Data from CM2350 S/N 21033060

red CM2350 6-3-2019.MPC (4,128K)

SN 21033060 SHA 256.1xt (1K)

e »~ SansSerif -~ [~ B T

I‘I

Daily, Jeremy

E-Mail the SHA-256 digest value to a
trusted party

Establishes a record with a timestamp
when the SHA was calculated

From:
Sent:

To:
Subj

Duy Van <duyvanl893@ gmail.com >

Monday, June 3, 2019 221 AM

Daily, Jeremy

Extraction Data from CM2330 S/M 210330680

SM 21033080 SHA 256.txt; red CM2350 6-3-2019.MPC

Colorado State University



After Data Preservation,
Analyze the New Data

) Figure 1 - O x |[®Fgues - 0O X | ®rigues - B X
Vehicle Speed VS Time (Record 1) Vehicle Speed VS Time (Record 2) Vehicle Speed VS Time (Record 3)
60 o
60 70
50 + 65 |
501
= £ a0 4 £ 604
E 201 E E
3 3 37
8 301 8 397 2
@ I3} & 50
o o o
2 20| 2 209 2 451
[0} g []
> > ol
10 10 7
354
0+ 0
T T T T T T T T T T T T T T T T 30 a T T T T T T T T
—60 —50 —40 —30 —20 -10 0 10 —60 —50 —40 —30 -20 -10 0 10 -60 =50 —40 -30 =20 -10 0 10
Time (s) Time (s) Time (s)
#l €3] +Ql= #| €[> +Q|= s yn0w | g €| Q|
- T —F ENgNé RFIVI VS T1me (Kecora 3)
Engine RPM VS Time (Record 1) Engine RPM VS Time (Record 2)
2000 +
2400 4
1600
22004 —_
‘c 1800 4
E 2000 A = E
€ ‘£ 1400+ S
E 1800 | % — 1600 -
3 x =
= 1600 1 = 1200 o
o (2 ]
E 1400 - E Z 1400 4
o
Z = z
Q 1200 4 @ 1000 - g
4 z
L L 1200 +
1000 4
800 1
800 + T T T T T T T T
—60 —=50 —40 -30 -20 -10 0 10
60 -0 —40 -30 -20 -10 0 10 60 50 40 -30 -20 -10 0 10 Time (s)
Time (s) S Timeg) #| €3] Q=]

Colorado State University




Confirm with PowerSpec

Colorado State University

Vehicle Sudden Deceleration Report Record 1

Engine Type B6.7 2017 Ecm Code HC80013.14

Engine Serial Number 74109625 Software Phase 22.60.70.3

Unit Number ek Extraction Date 06-03-2019 09:46:00
Sudden Decel Threshold 9.01 mph ECM Run time 1578:40:56

Rate:

Occurrence Date: N\A ECM Run Time at Occurrence: 1287:52:34

Air Temperature (°F) at Occurrence: 91 Occurrence Distance (mi): 37785.1

Vehicle Speed

Engine Speed

Percent




Summary and Conclusions

Colorado State University

ECUs may be broken in a crash and not communicate with vehicle networks.

Board level access provides opportunity to image chips through JTAG programming ports.
Chip level access reads memory bearing chips directly

Resulting binary data from Cummins ECUs has Sudden Deceleration Records to decode.
A man-in-the-middle can help decode the data.

Data can be manipulated with a hex editor.

A Secure Hash Algorithm and tight timelines are critical to ensuring forensic verifiability.
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Autonomous Systems
Forensics

Autonomous systems are on the road now
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Overview

* What is the ATMA

AUTONOMOUS

CTPROTECTION Y RHIGEF

oo\ RO‘.AD #4

Spal KRATOS %m

 Data Overview

« Data Samples

« Key Challenges

« Recommendations

* Summary
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Autonomous Truck Mounted Attenuator

https://royaltruckandequipment.com/truck bodies/autonomous-tma/

hitps://royaltruckandequipment.com/truck_bodies/autonomu

Colorado State University

The autonomous TMA system can be used in a nearly unlimited

variety of applications. Examples include highway maintenance

operations including plowing, sweeping, line striping, and water

trucks. The ATMA follower system can be configured to follow Tennessee
almost any vehicle as the leader.

In addition to live deployments, many DOTs have worked with

universities to conduct live testing and evaluation of the system.

These published reports show the potential for the ATMA to bring

us closer toward zero deaths. Florida DOT

Colorado DOT

Colas U.K. DOT Caltrans DOT

136



Leader — Follower System

CDOT Paint Striper as leader Autonomous Truck Mounted Attenuator as follower

Colorado State University 1 37



Leader — Follower System

Photo by
John Daily

Colorado State University 1 38



Automated
Truck Mounted
Attenuator

. Leader sends GPS Based Breadcrumbs

. Follower seeks a following distance along the
breadcrumb path

Questions:

. What type of forensic log data exists for these
systems?

. |s the data reliable? (Available and accurate)
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India.com

Google self-driving car fails public test, causes accident after crashing
into public transit bus (Watch video) | India.com

140



ATMA Data Sources

Sudden Vehicle Speed Deceleration Report Record 2 Record 2
= Ty 18X 2013 Ecm Code EF10809.02 L jenicie En
ngine Type o Code by
igine Serial Number 75059211 Software Phase. 9 g:; (Ez Sl Sy L)
mber 0000000 Extracton Date ooz 112229 285
h =

Native
Venhicl
J7193

Autonom Py
Solution

AIPV System

Enhanced Work Zone Safety Solution

LOG DOWN-LOAD PROCEDURE

May 9, 2019 Rev -

-7 34 1054
-6 33 996
-5 31 1251
30 1222
30 1230
-2 3 5
1
10
4 3 701
5 3 1215
6 6 1633
9 2076
1898
981
1 3
1 1
1
1 8
14 26 1286
15 27 1138

71 gps - Notepad
File Edit Format View Help
GPS_P0S,0.0977, 1470330,0,26, 37.442813117,-105.857150083,2281.765,0,
VCR, 14070320, 3, 3, 14,5.8460,19.8690,24.9240,0.0070,0.0140,0.0140,0
VCR, 14070330, 3, 3, 14,5.8440,19.8680,24.9260,0.0070,0.0140,0.0140,0
GPS_P0S,0.1130, 14670340,0,26, 37.442813117,-105.857150083,2281.765,0,
GPS_P0S,0.0878, 14670350,0,26, 37.442813117,-105.857150083,2281.765,0,
, 3, 14,5.8460,19.8710,24.9220,0.0070,0.0140,0.0140,0
GPS_P0S,0.0968, 14870360,0,26, 37.442813117,-105.857150083,2281.765,0,
, 3, 14,5.8460,19.8680,24.9250,0.0070,0.0140,0.0150,0
GPS_P0S,0.1013, 14670370,0, 2 05.857150083,2281.765,0,
VCR, 14070360, 3, 3, 14, ,24b50,0.0070,0.0140,0.0150,0
0. o5, 053,

s
2
8

,8,%5, 37.442 ~105. 0083, 2201-764,0,
3, 14,5.8460,19.8710,24.9220,0.0080,0.0150,0.0160,0
GPS_P0S,0.0791, 14870410,0,26, 37.442813133,-105.857150083,2281.762,0,
VCR, 14070460, 3, 3, 14,5.8470,19.8720,24.9220,0.0080,0.0150,0.0160,0
GPS_P0S,0.1041, 14870420,0,26, 37.442813133,-105.857150083,2281.761,0,

KRNTOS Brsatox

. Colorado State University

e Engine Throttle Brake Clutch Cruise Lamp
Status_Status_Status_Status]

o)

| (2hoe
NETGERR |G



ATMA Onboard Data
Overview

« Data Sources:

— Native Vehicle data — Available via
J1939 standard interface. Includes log
files for engine ECU, transmission, and

brake controller

— ATMA specific log files — Log files
generated from ATMA specific
commands and navigation information

J1939
Diagnostic

Colorado State University



Native vehicle Data Sample:

Sudden Vehicle Speed Deceleration Report Record 2

Engine Type 12X 2013 Ecm Code EF10809.02
¢ Data Captured through Engine Serial Number 75059211 Software Phase 9.40.17.63 Record 2
; . . Unit Number 0000000000 Extraction Date 07-06-2021 11:22:29 Time Vehicle Engine Engine Throttle Brake Clutch Cruise Lamp
the |eader S dlagnOSth Sudden Decel Threshold 7.00 mph/s ECM Run time 1216:20:12 (Seconds Speed (mph) Speed Load (%) (%) Status Status Status Status
rt . C . Rate: ) (rpm)
port using Lummins Occurrence Date: N\A ECM Run Time at Occurrence: 1190:44:1 5 13 1032 i?i 3345 i i i )
Air Temperature (°F) at Occurrence: 71 Occurrence Distance (mi): 20092.1 14 33 1031 32:3 38: 4 . . . _
Powerspec software e 3 1031 28 B4 - - - -
12 33 1039 33.6 39.6 - - - -
. Vehicle Speed -1 33 1049 29.3 37.6 - - - -
. Data collection performed 10 34 1069 238 348 - j j ]
-9 3 1072 31 19.2 - - - -
on 6 July 2021 8 34 1078 00 00 On - . -
-7 3 1054 0.0 0.0 On - - -
-6 33 996 0.0 0.0 On - - -
o i 5 31 1251 0.0 0.0 On - - -
Shows leader vehicle ‘ N - | A/ S 2 1251 00 00 o - - -
Engine Speed -3 30 1230 0.0 0.0 - - - -
events -2 30 1185 0.0 0.0 On - - -
2000 | I -1 28 1158 0.0 0.0 On - - -
—  Brake g 0 25 872 0.0 00  On - - -
i 1 17 796 0.0 0.0 On - - -
2 8 699 19.9 0.0 On - - -
—  Accelerator pedal 3 4 710 17.6 00  On ] ] .
. . D — : : ' 4 3 701 19.5 0.0 . - - -
— i Percent 5 3 1215 375 69.2 - - - -
Vethle Speed 6 6 1633 53.9 T72.4 - - - -
. ' 7 9 2076 67.6 75.2 - - - -
—  Engine RPM 8 11 1898 809 796 - . - -
9 15 1981 89.5 91.2 - - - -
o o - e s 8 : 10 18 1780 1000 916 - - - -
. Common for incident “° onis 2 O C . 11 21 2023 883 848 - - - -
12 23 1875 35.2 70.8 - - - -
13 25 1588 54.7 64.0 - - - -
Brake
response 14 26 1286 437.7 63.6 - - - -
15 27 1138 65.2 70.8 - - - -

Colorado State University



ATMA Log Data Sample:

Data Headers available in the .CSV log files downloaded from the ATMA

IPV

AUTONOMOUS
IMPACT PROTECTION VEHICLE

AIPV System

Enhanced Work Zone Safety Solution

LOG DOWN-LOAD PROCEDURE

May 9, 2019 Rev -

KR@TOS

UNMANNED SYSTEMS DIVISION

TRUCK & E EQUIPMENT INC.

Colorado State University

Limon System in January 2022 testing

Table 1. Data Headers from ATMA CSV Log File

Vehicle Crumb | Stamp Lat Lon Alt Heading | Heading | Velocity
(Desired)

Velocity | Gap Gap #Hof Valid |CTE Accel Steer State

(Desired) (Desired) | Satellites




ATMA Log Data Sample:

7 follower - Notepad
P

File Edit Format View Help
FLW_OFFSETS,0.000,0.000,0.025,2,1.200,0.000

Heading PID:2.260,0.000,0.000, @.0000, ©.0000, 0.0088, O.0000
CTE PID:@.000,0.000,0.000, ©.0000, 0.0000, ©.0000, 0.0000
Waiting for leader Go

level=2; description=Adjacent Object Detected; sensor=LIDAR; fral
LDR_OFFSETS,9.000,0.000,0.025,1,1.168,0.000,0.000

LDR, stamp=14085116, dra_time=0.0000, dra_distance=0.0080, lat=3

wer - CDOT_TEST_DAY3 » CDOT_TEST_DAY3 » ASTOP_S9MPH » RUMN1 » FOLLOWER

M

] Mame

B CDOT_ASTOP_9MPH_RUN1_2021-04-08_14-08-36_nav

follower FLW_OFFSETS,8.080,0.008,0.025,2,1.200,0.000

Heading PID:2.260,0.000,0.000, 0.0000, ©.0000, 0.0000, 0.0000
CTE PID:@.000,0.000,0.000, ©.0000, 0.0000, ©.0000, 0.0000
kWaiting for leader Go

level=2; description=Adjacent Object Detected; sensor=LIDAR; fra

 follower

Is this based on
GPS or System

Last VCR=14085110;This VCR=14085120;took(ms)=137.23
Checking nav; nav_time=14885120
LDR_OFFSETS,0.000,0.000,0.025,1,1.168,0.0600,0.000

Clock?

FLW_OFFSETS,0.000,0.080,0.625,2,1.200,0.000
Heading PID:2.200,0.000,0.000, 0.0000, ©.9000, 0.0000, ©.0000
CTE PID:6.000,0.000,0.000, 0.0000, 0.0000, ©.0080, 0.0000

NAV, stamp=14085128, dra_time=0.08, dra distance=0.80, lat=37.44]

NAV, stamp=1408513@, dra_time=0.00, dra_distance=0.80, lat=37.443

LDR, stamp=1488512@, dra_time=0.80, dra_distance=8.80, lat=37.4425%
NAV, stamp=14885148, dra_time=0.80, dra_distance=08.88, lat=37.44281315,

j gps - Notepad
File Edit Format View Help
GPS_PO0S,0.0977, 14070338,0,26, 37.442813117,-185.8571568083,2281.765,0,
& A eeale 3, 3, 14,5.8460,19.8690,24.59240,0.0070,0.0140,0.0140,0
3, 14,5.8440,159.8680,24.9260,0.0070,0.0140,0.0140,0
yo34e,0,26, 37.442813117,-185.857150083,2281.765,0,
ye3se,e,26, 37.442813117,-185.857150083,2281.765,0,
3, 14,5.8460,19.8710,24.9220,0.0070,0.0140,0.0140,0
ye3ee,e,26, 37.442813117,-185.857150083,2281.765,0,
3, 14,5.8460,159.8680,24.9250,0.0070,0.0140,0.0150,0
yes7e,e,26, 37.442813117,-185.857150083,2281.765,8,
3, 14,5.8450,19.8690,24.9250,0.0070,0.0140,0.0150,0
ye38e,e,26, 37.442813117,-185.857150083,2281.764,0,
3, 14,5.8460,19.8718,24.9220,0.0080,0.0150,0.0160,0
ye3ee,e,26, 37.442813117,-185.857158083,2281.765,8,
3, 14,5.8420,159.8680,24.9290,0.0080,0.0150,0.0160,0
b70400,0,26, 37.442813133,-105.857150083,2281.764,0,
Ve, 100/0570, 3, 3, 14,5.8460,19.8710,24.59220,0.0050,0.0150,0.0160,0
GPS_PO0S5,0.0791, l4e7e416,0,26, 37.442813133,-185.8571560083,2281.762,0,
VCR, 14070400, 3, 3, 14,5.8470,19.8720,24.9220,0.0050,0.0150,0.0160,0
GPS_PO0S,0.1041, 14070428,0,26, 37.442813133,-185.8571560083,2281.761,0,

These data raise
questions regarding
timing, accuracy,
and source.

¢ HDG VEL GAP

TIME VEH CRUMB STAMP LAT LON ALT HDG (Desired) VELOCITY (Desired) GAP (Desired) #SATS VALID CTE ACCEL STEER STATI
38:17.0 FLW 457 20381700 39.27197 -103.7308 1632.171 285.99 286.153 17.69 17.91 48.88 30.5 27 1 0.41 53.59 -3.95 RUN
38:17.1 LDR 476 20381690 39.27213 -103.7315 1630.346 286.4 17.79 286.3 400 77
38:17.1 FLW 457 20381710 39.27198 -103.7308 1632.173 285.86 286.143 17.67 17.82 48.89 30.5 27 1 0.42 5299 -4.27 RUN
38:17.2 LDR 477 20381700 35.27213 -103.7315 1630.347 286.41 17.77 286.8 401 77
38:17.2 FLW 457 20381720 39.27198 -103.7309 1632.18 285.84 286.146 17.85 17.78 48.9 30.5 27 1 0.43 50.74 -4.33 RUN
38:17.2 LDR 478 20381710 39.27213 -103.7315 1630.34 286.39 17.94 285.6 402 77
38:17.3 FLW 457 20381730 39.27198 -103.7309 1632.175 285.87 286.15 18.08 17.85 48.9 30.5 27 1 043 49.3 -4.26 RUN
38:17.3 LDR 479 20381720 39.27214 -103.7315 1630.339 286.33 17.9 286.3 403 77
38:17.4 FLW 457 20381740 39.27198 -103.7309 1632.184 285.86 286.148 18.16 17.92 48.9 30.5 27 1 0.42 49.25 -4.18 RUN
38:17.5 LDR 480 20381730 35.27214 -103.7316 1630.341 286.31 17.82 287.1 404 77
38:17.5 FLW 457 20381750 39.27198 -103.7309 1632.189 285.8 286.153 18.19 17.86 48.89 30.5 27 1 0.43 48.29 -4.33 RUN

Colorado State University 1 4 5



ATMA Data Analysis (Initial):

. Cursory Analysis of the logs generates the following:

—  Scatter plot analysis of the GPS Speed vs Timestamp in Excel

Google Earth can import .csv or .kml file data and plot a breadcrumb trace of Lat vs Long

= Google Earth Pro — O *

9MPH AStOp Test File Edit View Tools Add Help
6 ¥ Search | E
What time does jE==
this hard brake - =
5 Get Directions History (5 "
event occur at? prse— | £
= My Places :
- ¥/ &5 Temporary Places
I 4 »- [/ CDOT_ASTOP 9MPH....
o
=
£
3
[}
Q.
w
[7p]
o
oM 2 .
QIE) [e]v]=8
1 ¥ Lavers |
=8 @ Primary Database it
B Announcements
’ Li 'P Borders and Labels
0 ol Places
.5 2 Photos
0 200 400 600 800 1000 1200 1400 - [Z)em Roads and Transpor..
Time: Sampled at 10Hz b [BEH 3D Buildings
b m’ Weather

. NOTE: Kratos has provided a Python script for automating some of this analysis but at this time further investigation
and troubleshooting is being performed on its use.

—  Of specific interest is a method to combine leader and follower logs to generate a combined location breadcrumb path trace

Colorado State University 1 4 6




Key Challenge: Data Attribution

. Incident Response to a crash for traditional heavy vehicles has well defined procedures

— Law Enforcement and investigators are familiar with procedures to download vehicle log files via the standard J1939 interfaces

. Procedures for incident response to autonomous heavy vehicles are in their infancy
—  ATMA specific log data download procedures are new and unfamiliar for law enforcement and investigators

* Area for Improvement 3.2 from the Tabletop: Streamline and provide data download and handling procedures

 Issue: Lack of Common Data Fields Between Powertrain
Data Logs and ATMA Data Logs

* Powertrain data does NOT include a Timestamp — uses Engine

Hours for time reference
Table 1. Data Headers from ATMA CSV Log File

« Attribution can also be made using odometer readings Vehicle | Crumb | Stamp Lat Lon | Alt |Heading |Heading | Velocity
(Desired)
+ ATMA specific logs do NOT include any vehicle network data
Velocity | Gap Gap #of Valid | CTE | Accel Steer State
Wheel Speed should correlate to GPS speed (Desired) (Desired) | Satellites
« At low speeds wheel speed may be more accurate
« Currently, these signals are not synchronized Powerspec Data Header

T _ Time Vehicle Engine Engine Throttle Brake Clutch Cruise Lamp
NOTE: This time is counting (Seconds Speed (mph) Speed Load (%) (%) Status Status Status Status

down to Captured Event, not a
GPS Time ) (rpm)

Colorado State University



CSU ATMA Data Collection Testing
13 Jan 2022

. Test 1 — Sudden Deceleration — Leader Initiated Heavy Braking

. Test 2 — Sudden Deceleration — ESTOP Leader
. Test 3 — Sudden Deceleration — ESTOP Follower

. Test 4 — Uncommanded Sudden Stop from Follower

Colorado State University



est Result Data Samples

RUN 2 SUDDEN DECELERATION

30 A

25 A

20 A

15

Speed (km/h)

10

Follower AIPV Log
® Leader AIPV Log
Follower VBox
Leader VBox
Follower ]J1939
Leader J1939

'LO
Time of Day (UTC)

Speed (km/h)

RUN 7 LONG DRIVE - SUDDEN STOP FOLLOWER

25 A

20 A

15 ~

10 ~

Speed (km/h)

[ ATMA Leader Log Data Stopped |—/—”4’.

a° T s o 6 60
N N5 SERE A RV R RVRVRRRRA ’L ’L D830
ﬂﬁﬁmﬁﬁﬁﬁﬂﬁﬁﬂﬁﬂﬁﬁﬂﬁﬁ *
Time of Day (UTC)
RUN 9 BARREL INTRUSION
| ATMA Leader Log Data Stopped
6‘ ~
. Y 4
®
o ¢ 1

4 ® ?'- Follower AIPV Log

3 " ©® Leader AIPV Log
3 - ’ : Follower VBox

@) H Leader VBoX

2 L ] t" .

!
11 - &

& k 4

')

0 - st L e

Time of Day (UTC)

Follower AIPV Log
Leader AIPV Log
Follower VBox
Leader VBox
Leader J1939

Colorado State University



Data and Security Recommendations:

Recommendation 1: Improve data attribution -- Add vehicle specific data sources to ATMA
specific log to facilitate direct comparison to vehicle network data logs.

Recommendation 2: Produce clear and concise ATMA data retrieval procedures — In
accordance with the Tabletop After Action Report, Area for Improvement 3.2 highlights the need
for clear data download and handling procedures, written for DOT personnel, law enforcement,
and other investigators.

Recommendation 3: Deliver a user friendly ATMA log analysis tool — current ATMA log file
analysis is cumbersome and does not have a GUI or user-friendly interface to generate plots,
charts, and tables of relevant data for incident response.

Recommendation 4: Clarify roles for support to interpret log files - Are there any contractual
obligations for ATMA vendor to support the gathering or interpreting log files after an incident?

Recommendation 5: Modify the ATMA logging system to continue to log after an ESTOP-
resting showed the ATMA logs terminate upon the loss of ignition power in an ESTOP. The data
during the commanded Estop hard braking event is critical information in the case of an accident

Colorado State University




Recommendation 1: Improve Data Attribution

. Currently ATMA logs do not include vehicle specific CAN Bus data from J1939.

—  This is challenging for correlating powertrain data to ATMA specific information

. SAE Standard J3197-Automated Driving System Data Logger provides specific recommended minimum data logger data
elements for automated driver systems

° Proposed SOlUtiOn: Add powertrain Sudden Vehicle Speed Deceleration Report Record 1

- Engine Type 15X 2013 Ecm Code EF10805.02
data to AT M A SpeC|f|C Iog Engine Serial Mumber 75059211 Software Phase 9401763 HDG (Desired GAP
Unit Number 000000000 Extraction Date 01-13-2022 01:07-10 E  VEH CRUMB STAMP LAT LON ALT HDG (Desired) VELOCITY ) GAP (Desired) #SATS VALID CTE ACCEL STEER STATE
Sudden Decel Threshold  7.00 mphis ECM Run fimn T 12RR-4630 3:17.0 FLW 457 20381700 39.27197 -103.7308 1632.171 285.99  286.153 17.69  17.91 48.88 305 27 1 041 5359 -3.95 RUN
. . Rate: 3:17.1 LDR 476 20381690 39.27213 -103.7315 1630.346 286.4 86.3 400 77
— Can be accompllshed via a Data - . . — 3:17.1 FLW 457 20381710 39.27198 -103.7308 1632.173 2 17.67  17.82 48.89 305 27 1 042 5299 -4.27 RUN
Cccurrence Date: NWA ECM Run Time at Occurrence: 1295:32:7 17.2 LDR 477 20381700 39.27213 -103.7315 97547 286.41 17.77 286.8 201 77
. Alr Temperature (°F) at Occurrence: 78 Ocecurrence Distance (mi): 22176.7 7 17.2 FLW 457 20381720 39.27198.2057309 1632.18 285.84  286.146 17.85 17.78 489 30.5 27 1 043 50.74 -4.33 RUN
Dlode from the J 1 939 CAN 3:17.2 LDR 478 2038 §737213 -103.7315 1630.34 286.39 17.94 285.6 02 77
3:17.3 FLW 4 0381730 39.27198 -103.7309 1632.175 285.87  286.15 18.08  17.85 48.9 305 27 1 043 493 -4.26 RUN
Vehicle Spees 3: 2 479 20381720 39.27214 -103.7315 1630.339 286.33 17.9 286.3 403 77
Network to broad CaSt UDP 3:17.4 FLW 457 20381740 39.27198 -103.7309 1632.184 285.86  286.148 18.16 17.92 489 30.5 27 1 042 49.25 -4.18 RUN
3:17.5 LDR 480 20381730 39.27214 -103.7316 1630.341 286.31 17.82 287.1 404 77
3:17.5 FLW 457 20381750 39.27198 -103.7309 1632.189 285.8  286.153 1819  17.86 48.89 305 27 1 043 4829 -4.33 RUN
H 3:17.5 LDR 481 20381740 39.27214 -103.7316 1630.342 286.31 17.86 286.5 406 76
paCketS A data lede WOU|d 3:17.6 FLW 457 20381760 39.27199 -103.7309 1632191 285.84  286.154 18.07  17.84 48.87 305 27 1 043 4935 -4.33 RUN
3:17.7 LDR 482 20381750 39.27214 -103.7316 1630.344 286.31 17.84 285.7 407 76
. 3:17.7 FLW 457 20381770 39.27199 -103.7309 1632.194 285.85  286.156 1815  17.85 48.86 305 27 1 044 4868 -4.39 RUN
presewe secu rlty th rough 3:17.7 LDR 483 20381760 39.27214 -103.7316 1630.344 286.34 17.82 286.2 408 76
Engine ipead 3:17.8 FLW 457 20381780 39.27199 -103.7309 1632.202 285.88  286.155 1822  17.83 48.85 305 27 1 045 47.77 -4.35 RUN
. . . 3:17.8 LDR 484 20381770 39.27215 -103.7316 1630.341 286.34 17.94 286.6 409 76
phyS|Ca| restr|ct|on Of a one- Way 3:17.9 FLW 457 20381790 39.27199 -103.7309 1632.206 285.84  286.154 1821  17.88 48.83 305 27 1 044 4843 -4.41 RUN
3:17.9 LDR 485 20381780 39.27215 -103.7316 1630.343 286.35 18.02 286.7 40 76
3:18.0 FLW 457 20381800 39.27199 -103.7309 1632.204 285.85  286.155 1827  17.98 48.82 305 27 1 044 4881 -4.33 RUN
data ﬂOW e 3:18.1 LDR 486 20381790 39.27215 -103.7316 1630.343 286.4 18.01 285.6 a1 76
g 3:18.1 FLW 457 20381810  39.272 -103.7309 1632.205 285.97  286.149 18.05  18.01 48.81 305 26 1 044 5133 -4.14 RUN
3:18.2 LDR 487 20381800 39.27215 -103.7316 1630.342 286.39 18.06 286 412 76
Parcen 3:18.2 FLW 457 20381820  39.272 -103.7309 1632.219 285.94  286.162 18.09  18.03 48.81 305 26 1 044 5111 -422 RUN
™ | 3:18.3 LDR 488 20381810 39.27215 -103.7316 1630.339 286.4 18.09 286 413 76
SURFACE VEHICLE J3197 J 3:18.3 FLW 457 20381830  39.272 -103.731 1632.225 285.95  286.155 18.02  18.07 48.81 305 27 1 043 5226 -4.11 RUN
3:18.4 LDR 489 20381820 39.27216 -103.7316 1630.34 286.43 18.18 286.2 44 76
INTERNATIONAL RECOMMENDED PRACTICE lssued 2020-04 3:18.4 FLW 457 20381840  39.272 -103.731 1632223 285.99  286.146 1826  18.13 48.81 305 27 1 043 5047 -3.94 RUN
3:18.5 LDR 490 20381830 39.27216 -103.7316 1630.34 286.42 18.24 285.3 416 75
Revised 2021-07 ¢ Y a0 20 20 10 ) O 3:18.5 FLW 457 20381850  39.272 -103.731 1632216 285.97  286.149 1821 18.21 48.79 305 27 1 044 5169 -4.13 RUN
Load Throttle 3:18.6 LDR 491 20381840 39.27216 -103.7316 1630.337 286.42 18.26 285.8 417 75
Superseding J3197 APR202! 3:18.6 FLW 457 20381860 39.27201 -103.731 1632.223 285.94  286.15 18.09 1825 48.8 305 27 1 044 5335 -4.18 RUN
Brake 3:18.6 LDR 492 20381850 39.27216 -103.7317 1630.338 286.45 18.24 286.3 418 75
3:18.7 FLW 457 20381870 39.27201 -103.731 1632.23 285.99  286.146 18.09 1825 488 305 27 1 043 5338 -4.04 RUN
Automated Driving System Data Logger
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and Concise ATMA Data Retrieval A,,,Vst

Enhanced Work Zone Safety Solution

I rO C‘ b d l I r‘ b S LOG DOWN-LOAD PROCEDURE
May 9, 2019 Rev -

KRQTOS Boyalcw

nnnnnnnnnnnnnnnnnnnnn

. Current ATMA log file download procedures are complex and not
readily available in the vehicles.

Select Entry:

—  Procedure is written for engineers with familiarity in Linux systems B My Sites Geneal | Acvenwcer | Trwien Sftnge| Chist
W) Host: 192.168.8.1 ‘ Port: | |
—  Few users are trained on how to accomplish ATMA log file download Protocok: | SFTP - SSH File Transfer Protocol v
—  Current download process uses “root” permission which is a known
security vulnerability (See Security Engineering by Ross Anderson). togonType |”°""" "|
User: root
—  From the Tabletop AAR Area for Improvement 3.2 Password: | asensee |
“Participating agencies acknowledged the lack of protocols stating what to
. . . . Background color: ' None v
do with the data that is extracted from the vehicle and how to manage it Comim
for further investigation or storage.” o =
L ) New Bookmark Rename
. Procedures should be explicit and clear for download and handling of o g
the data to ensure the integrity of the data if an incident occurs = —

—  This process will likely mimic existing vehicle data downloads but needs
to be explicitly defined for ATMA

Colorado State University




Recommendation 3: Deliver a user friendly
ATMA log analysis tool

. Current ATMA log analysis is either done with inefficient Excel analysis or a Python script.
—  Many users may not be familiar with python

« The current Python script requires download of multiple Python add in packages and does not use a GUI

flw_state

+ AGUI based tool could be e e
developed that would create a : ﬁ |
user-friendly interface to a script to
ingest the data logs and produce
tables and graphics of interest for
an incident

, ", 1line)

append(flw_center_segment)

. Log files should be digitally signed S
to prevent undetected e e

abs(self.center I

append(flw_gps_segment)

*).forma /_parser.s

manipulation |t > B it 041 g i g R0 form e

*).format (csv_parser.
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Recommendation 4: Clarify roles for support
to interpret log files -\ \ |\

!
Ve
:
- (4
v,
T LY
:
' i ",‘ e

. DOT acquisition documents should have specific
requirements language of roles and responsibilities for

— Log data collection

—  Secure log data storage

—  File download procedures

— Data interpretation and analysis

— Training for incident response activities

. Understand how to perform these incident response
functions without the ATMA vendor (i.e. practice)
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Recommendation 5: Modify the ATMA logging
system to continue to log after an ESTOP

RUN 3 SUDDEN DECELERATION - ESTCP LEADER

. CSU tests Executed multiped ESTOP events- during each
one the Kratos recording system abruptly terminated after
the ESTOP was commanded

—  ESTOP cuts ignition power to the follower vehicle

@ Follower AIPV Log
@ Leader AIPV Log
Follower VBox
Leader VBox
Follower ]1939
Leader J1939

Speed (km/h)

—  Kratos designed logger to require ignition power to record
data

. Data between the commanded ESTOP and the vehicle
actually coming to a stop is critical data in the event of an
accident

30 1

25 1

N
o
1

@ Follower AIPV Log

@ Leader AIPV Log
Follower VBox
Leader VBox
Follower J1939
Leader J1939

ATMA Log Data Stopped

Speed (km/h)
=
w

10 A

’*?nu‘uu»ouw
T
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Questions?
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